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Quote overheard during the German occupation of Czechoslovakia
after its annexation in 1938:
"Excuse me sir, but could you cache a Czech?"
I.

INTRODUCTION

The future of technology and communications is in cyberspace.1
The internet is the fastest growing form of computer telecommunications and will be tomorrow's marketplace. In 1981 fewer than
300 computers were linked to the internet. Today there are over
9,400,000 host computers.2 A recent study concluded that there
are 21.3 million users worldwide and 6 million computers attached
to the internet. 3 Approximately sixty percent of these are located
within the United States.4 The internet reaches 100 countries, and
electronic mail is accessible from 154.' The internet has doubled
in size every year from 1988 through 1994.6 It is expected that by
the year 1999, there will be 200 million internet users.7 As with
most developing technologies and new legal frontiers, cyberspace
brings with it novel and contemporary issues of law to be settled by
outmoded legislative enactments and the judiciary.
The internet is headed for a transmission overload dilemma as
more users convey more information over the same existing
network and telephone lines. As it expands in size and number of

' The term "cyberspace" was coined in the early 1980's by William Gibson, author of a
novel entitled Neuromancer. EDWARD A. CAVAZOS & GAVINO MORIN, CYBERSPACE AND THE

LAW 1 (1994). Gibson was referring to a not-too-distant future where "cyberspace" is "a
consensual hallucination that felt and looked like a physical space but actually was a
computer-generated construct representing abstract data. People could plug into data
systems and networks and have the sense they were actually entering a place that had no
correlation in physical reality." Id. Presently, cyberspace has come to mean the mystic
domain found between two computers connected to the internet with which information
between them is transported. Id. at 1-2.
'ACLU v. Reno, 929 F. Supp. 824, 831 (E.D. Pa.), cert. granted, 117 S. Ct. 554 (1996).
"Karen S. Frank, PotentialLiability on the Internet,in CABLE TELEVISION LAw 1996, at
417, 421 (PLI Pats., Copyrights, Trademarks, and Literary Prop. Course Handbook Series
No. 437, 1996) (citing a study released by Texas Internet Consulting).
4 Reno, 929 F. Supp. at 831.
'Frank, supra note 3, at 421.
'Christopher Anderson, The Accidental Superhighway, ECONOMIST, July 1, 1995, at 1.
7 Reno, 929 F. Supp. at 831.
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connected computers, network engineers seek fresh solutions to
ease overall internet congestion. One response that has been
implemented for several years is file caching. Information originating from one point on the internet is temporarily stored at an
intermediate location that it happens to pass through on its way to
its intended destination. Consequently, future requests for that
same information may be retrieved from this intermediary reducing
travel time significantly. Several other caching schemes have also
been utilized.
In order for a cache to operate successfully, it must make
identical copies of all cacheable information that travels across its
path. Much of the information transmitted across the internet
receives copyright protection because it consists of files containing
graphics, sounds, and text. When protected works are copied and
stored by computer caches, the rights of authors and the public
interest of maintaining a workable internet collide. This Article
addresses the legal consequences of caching as copyright infringement.
The first part of this Article is an in-depth focus on file caching
as it occurs on the internet. It also presents a basic understanding
of the internet, its internal network operations, and protocols. This
discussion is followed by a detailed description of how file caching
works and its many flavors. Included in this discussion are file
caching's benefits and significance to the internet's successful
performance. The first half of this Article should be useful to
attorneys and others who desire a precise understanding of the
internet and the world wide web beyond the fundamentals.
The second part of this Article applies current copyright law to
file caching on the internet. As a preliminary matter, cached
information is analyzed to determine whether it meets the
statutory requirements of copyrightable subject matter. Discussed
next are the exclusive rights of copyright holders intruded upon by
file caching. The exclusive rights presented are the rights of
reproduction, distribution, public display, and public performance.
Following the exclusive rights examination, a brief section speculates upon the easy case of infringement and damages that an
author can claim against a file cache operator. The last part
presents three affirmative defenses that may be raised by file cache
operators. These include fair use, 17 U.S.C. § 117's computer
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program exception, and the theory of implied licensing. The
conclusion reasons that, notwithstanding the technical infringements incidental to the operation of a successful cache, equitable
considerations and public policy should immunize file caching from
copyright liability.
II. A FIRST LOOK AT CACHING
Caching is a common technique used to reduce the time it takes
for a computer to retrieve information. The term cache is derived
from the French word cacher, meaning "to hide."' Ideally, recently
accessed information is stored in a cache so that a subsequent
repeat access to that same information can be handled locally
without additional access time or burdens on network traffic.9
When a request for information is made, the system's caching
software takes the request, looks in the cache to see if it is
available and, if so, retrieves it directly from the cache. If it is not
present in the cache, the file is retrieved directly from its source,
returned to the user, and a copy is placed in cache storage.
Caching has been applied to the retrieval of data from numerous
secondary devices such as hard and floppy disks, computer RAM, 1°
and network servers.
A simple example of caching is a commonly known disk caching
scheme used by MS-DOS." When information is retrieved from
a file located on a floppy disk, a computer follows the following
procedures: the computer must engage the floppy drive's motor to
begin rotating the floppy disk, wait until the drive is up to speed at
8 ANDREW S. TANENBAUM, MODERN OPERATING SYSTEMS 178 (1992).
9 ABRAHAM SILBERSCHATZ & PETER B. GALVIN, OPERATING SYSTEM CONCEPTS 532 (4th

ed. 1994).
10 Random Access Memory (RAM) is the memory component of a computer which
temporarily stores information. PETER NORTON, INSIDE THE IBM PC 108 (1986). Programs
and data used by a computer are stored in RAM during their execution and immediate use.
Information stored in RAM can be read by the computer and changed. RAM is volatile,
meaning that the data stored in it is preserved only as long as the computer is running. Id,
11MS-DOS is a disk operating system that was first released by Microsoft Corporation
in 1981. RAY DUNCAN, ADVANCED MS-DOS 6 (1986). A disk operating system is a set of
programs which manage a computer's operations. The operations managed include
computer.user interaction, program execution, and all hardware in a computer system. JUDD

ROBBINS, ESSENTIAL OS/2 315 (1st ed. 1988). See infra note 21 (discussing development of
operating systems).
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roughly 300 rotations per minute, read the file information from
the floppy, move the head to the corresponding track and sector,
and then finally, read the file. 12 Relative to other computer
operations, this process is rather lengthy. However, following the
belief that information accessed once is likely to be accessed again,
the retrieved floppy file is copied into a cache in the computer's
RAM and then given to the user. With a copy of the file in the
cache, a second request for this file will be returned from RAM and
appear to be instantaneous.
Caching is used on computer networks and the internet to reduce
network traffic. When multiple networked computers seek access
to the same file, the workload of servers and the number of
requests they receive can be burdensome. When too many requests
to one particular computer on the network slow down overall
network performance, there is network traffic. 13 A strategically
placed cache on a network can cut the traffic to one location in half,
improving the overall network performance.
There is a distinct vernacular which accompanies caching. When
requested information can be returned directly from the cache,
there is what is known as a "hit." 1 4 When the information is not
in the cache and must be retrieved, there is a "miss." A high hitmiss cache ratio is desirable because the cache is frequently being
hit and computer time is preserved. When there are more misses
than hits, the cache is not successful and is underutilized. When
the information in the cache is too outdated to be used, there is a
cache consistency problem."' The file in the cache is called "stale"
or "dirty," meaning the cached file is no longer useful because it has
been updated at its original source location since it was cached.
Caching issues are not only important to software engineers and
programmers, but to users as well. It is apparent that caching can
frequently save users from spending more time waiting for
information than actually computing. Programs that implement
caches have the ability to determine what information should be
cached, how many files, and for how long. Essentially, a cached file
NORTON, supra note 10, at 123-29.
"WILLIAM STALLINGS, DATA AND COMPUTER COMMUNICATIONS 313 (Ed Moura ed., 3d ed.

1991).
"' TANENBAUM, supra note 8, at 369.
16 SILBERSCHATz & GALVIN, supra note 9, at 532.
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is an additional copy of the file located on the disk drive. Caching
can often occur without the file owner's knowledge or consent. On
a network, this may result in widespread distribution of files that
were never intended to be made so publicly available. Successful
compromises on these kinds of unintended distribution issues may
be achieved depending upon the type of caching implemented and
cooperation between users and cache operators.
III. THE INTERNET AND RELATED ToPIcs
A. NETWORKS

While caching is used in many areas of computing, the focus of
this Article is on its application to computer networking. The
success of file caching on the internet depends upon the various
responsibilities and operations of networked computers. The
location of the caches, the internet protocols used for communication between network locations, and the types of information
transferred are all integral components of how successful caches
operate. This section discusses some of the simpler terms and
provides a basic understanding of computer networks, interconnected networks, and what has become known as the internet.
When the word "computer" is used, one usually thinks of a
personal computer such as a laptop, Apple or Windows compatible
machine. As more users discover the need to share information
such as customer information in databases and word processing
files, it has become necessary for computers to be connected
together. Through these connections, common information can be
shared between several computers simultaneously. This arrangement, commonly used in business office settings, is known as a
network. A computer that is connected to the network can access
shared files and share resources such as printers. Also, messages
may be sent from one computer to another connected to the
network.
A collection of computers connected in this fashion that are
relatively close in geographic proximity is known as a local area
network (LAN). This close location is typically an entire office
floor. A wide area network (WAN) is a network using these types
of connections between computers that are in different office
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buildings or parts of the country. Many companies have several
office buildings with computers on several floors of each building.
All these LANs are often connected together to form one much
larger network. This way, any employee in the company wherever
located may communicate with any other connected employee. As
applied in this manner, the term "network" may also be used to
describe a collection of networks that are connected together.
The word "internet" is a relative term that is best described as a
collection of interconnected networks."6 While one may think of
the internet as the illustrious "information superhighway" or
"cyberspace," it may simply be referring to a network of LANs
and/or WANs in an entirely different setting. On the other hand,
what has become known world wide as the "internet" is a global
connection of LANs, WANs, and other computing devices, privately
and publicly owned. For the remainder of this Article, the term
"internet" will be used to refer to this global, more contemporary
meaning. Presented in the next section is a brief history of the
origins of the internet to give a better understanding of the effects
and implications of these global connections.
B. THE INTERNET

The internet owes its origins to the United States government.
In the early 1970's the Department of Defense's (DOD) Defense
Advanced Research Project Agency (DARPA) developed a plan to
connect computers and computer networks between military
contractors and universities conducting defense research. 7 It was
originally called ARPANET. One of the novel concepts of this
network of networks was its decentralized design. A "site" is a
computer or network connected to the ARPANET. Rather than
every site having a single connection to another site, it was decided
that each site's connections would be to a multitude of other sites.
All the sites were networked in this topography. A message sent
from one site had more than one path it could take to another site.
Despite this complexity, message routing was handled automatically by the network and was transparent to the users.

16FRANQOIS

FLUCKIGER, UNDERSTANDING NETWORKED MULTIMEDIA APPLICATIONS AND

TECHNOLOGY 582 (1995).
" ACLU v. Reno, 929 F. Supp. 824, 831 (E.D. Pa.), cert. granted, 117 S. Ct. 554 (1996).
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This multiplicity was essential at the time the internet was
created. The eventual goal, aside from inter-network communication, was the certainty that no single site was so indispensable that
the ARPANET depended upon it. For the government, this meant
that a nuclear attack eliminating one site would not shut down the
network because other computers would automatically use other
routes to send their messages.
As this concept of overlapping routes progressed, more information was becoming available to the ARPANET participants. As
more universities and even corporations wanted connections to the
ARPANET, it soon became known as DARPA's internet. Today it
is just called the internet. 8 One of the most important concepts
created by this topography is that no single computer or individual
network has any greater responsibility for the success or functional
existence of the internet. Whether any device is connected at any
time has no effect upon the overall structure or operation of the
internet. The information and hardware of the internet resides at
no one particular site; rather, it is distributed. Consequently, no
one entity or individual owns the internet. 9
C. TCP/IP, THE PROTOCOL OF THE INTERNET

One contribution to the success and wide acceptance of the
internet is the ability for every computer to communicate with
every other computer regardless of its vendor, size, or operating
system. This has been accomplished by the implementation of
recognized standards of communication. On the internet, the
standard is the Transmission Control Protocol/Internet Protocol
(TCP/IP). 20 TCP/IP's acceptance is a result of its development and
funding by the United States government and its implementation

18

For a complete discussion of the history of the internet, see Edwin Diamond & Stephen
Bates, The Ancient History of the Internet, AM. HERITAGE, Oct. 1995, at 34. See also Reno,
929 F. Supp. at 830-32 (containing a stipulated finding of facts that is comprehensive of the
internet's origins); KATIE HAFNER & MATrHEW LYON, WHERE WIZARDS STAY UP LATE: THE
ORIGINS OF THE INTERNET (1996) (discussing origins of the internet).
" Andy Johnson-Laird, The Internet: The Good, The Bad, and The Ugly 25 (Sept. 29,
1994) (unpublished manuscript, on file with the Computer Law Association).
20 W. RICHARD STEVENS, 1 TCP/IP ILLUSTRATED 1 (1994).
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within UNIX. 21 The DOD needed a network communications
standard so all computers connected to the ARPANET could easily
communicate with one another. In 1983 the University of California at Berkeley released its version of UNIX known as UNIX
4.2BSD. 2 Embedded within its version of UNIX, were the TCP/IP
protocols. The use of UNIX as an operating system was widespread, and the availability of the built-in TCP/IP helped achieve
its acceptance. 23
TCP/IP is not a computer language. It is a standard for providing "all the facilities for two computer systems to exchange
information, interpret it properly, and present it in a format which
can be understood by the local machine and its users."2' This
format is divided between four layers of the TCP/IP protocol: the
data link, network, transport, and application layers.25
When information is sent across the internet, it is first categorized by the application for which it is being used. Each application has a unique protocol for completing its task. When file
transfers are being performed, TCP/IP's file transfer protocol
application (FTP) is used. 26 When logging on to a remote computer, TCP/IP's Telnet application is used. 27 For electronic mail (email), the application is the simple mail transfer protocol (SMTP).

21

tUNIX is a computer operating system that was first developed at Bell Laboratories in

the late 1960's. STEPHEN G. KOCHAN & PATRICK H. WOOD, EXPLORING THE UNIX SYSTEM 1
(2d ed. 1989). An operating system is a "collection of programs that coordinates the
operation of computer hardware and software." Id. at 5. Operating systems are necessary
to organize the transparent operations of a computer so users can control input and output
from a keyboard and utilize devices such as floppy or hard disks.
KEN WASHBURN & JIM EVANS, TCP/IP RUNNING A SUCCESSFUL NETWORK 7 (2d ed.

1986).
23 1d.
2

4Id. at 8.
2' STEVENS, supra note 20, at 2.
26 See infra Part uI.F (discussing transfer of computer files).
'

The Telnet application allows a user at one site on a network to interact with a

computer located at another site as if the user's terminal were connected directly to the
remote machine. DOUGLAS E. COMER, INTERNETWORKING WITH TCP/IP: PRINCIPLES,
PROTOCOLS, AND ARCHITECTURE 352 (1988). This is accomplished by the user connecting to

the remote machine, the remote machine prompting the user to enter his "login id" and
password, and then the user sending keystrokes to the remote computer. Id. The output
that would have been displayed on the remote computer is sent to the user's computer. Id.
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To send a mail message, the first determination made is the type
of information being sent. TCP/IP must first take the message and
place it in a format that is standardized for the sending and
receiving of e-mail. Modem conventions would require the letter
to be placed in an envelope, marked with a sending address and a
return address, and affixed with the proper postage. TCP/IP
handles this at the top layer known as the application layer. This
layer is responsible for providing all the information and formatting
so that the message can be interpreted by the application layer at
the receiving end. The format includes addressing the mail with a
header providing information about the sender and receiver. Next,
the e-mail message is converted into a format which can be sent
over the network. This is handled by the network layer. This layer
takes the message and divides it into smaller chunks called
packets. 28 Messages are sent over a network in the form of
several packets. The network layer also orders the packets so that
the receiving end will know how to reassemble them.
Once the packets are created, each one must be addressed to the
destination. The network layer handles this responsibility. The
packets are inserted with the necessary internet protocol address
to reach their destination. The lowest layer, the data-link layer,
handles all the hardware details and the transmission of the
packets across the cabling. The data-link layer converts the
packets into electrical impulses that travel along the physical
cables.'
D. THE WORLD WIDE WEB

The world wide web (WWW or web) is one application of the
internet and TCP/IP. Users at one end of a network connection are
able to retrieve specially formatted documents from another
connection, also called a site, and view them on their screen. The
user browses the web; the computer with the document on-line is
known as a web site. The WWW consists of two user applications
that work together to communicate over the internet. The term
"world wide web" originates from a project at CERN, the European
- Id.
2 id.
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Laboratory for Particle Physics in Geneva, Switzerland. 0 Most
computers and networks on the internet are connected to more
than one other site. Visually, the many overlapping and crossing
paths have the appearance of a spider web. The original purpose
was to place all the data gathered by the CERN project on-line.
The project involved physicists researching the operation and
construction of large particle accelerators.3 1 An organized system
was necessary since there were over one thousand people sharing
enormous amounts of information in at least nineteen countries.3 2
As previously discussed, nothing on the internet is centralized.
In internet-like fashion, the WWW functions in the same decentralized manner. If a computer is connected to the internet, anything
stored on that computer may be made available to any other
computer connected to the internet. Anyone with a computer can
place information on the web if one has a computer connected to
the internet and tell other people using web software that the
information is available on-line. In this manner, information
placed on the internet is accessible worldwide.
1. The Client-Server Model. Client and server computing
arrangements are important because of the legal consequences
which can attach to their responsibilities.3 3 The client-server
model is a means for distinguishing the responsibilities of two
connected computers. The client asks, and the server provides.3 4

30

FLUCKIGER, supra note 16, at 273.

a'Id.

n Id.
Aside from being necessary as clarifying terminology, the legal significance of whether
a computer is cast as either a client or a server is important to the issue of copyright
liability. The transfer of documents over the internet is accomplished by the server making
a copy of the file stored on its hard drive and sending that duplicate to the client. This
distinction is necessary to determine which parties are direct and/or indirect infringers. See
Niva Elkin-Koren, Copyright Law and Social Dialogue On the Information Superhighway:
The CaseAgainst CopyrightLiability of Bulletin Board Operators,13 CARDOZO ARTS & ENT.
L.J. 345 (1995) (stating that copyright liability must be examined from the perspective of
digital technology); Frank, supra note 3, at 428-29 (discussing bases of liability for copyright
infringement); David J. Loundy, E-Law: Legal Issues Affecting Computer Information
Systems and Systems OperatorLiability,3 ALB. L.J. Sci. & TECH. 79, 125 (1993) (distinguishing between works of authorship and processes in determining copyright liability); Mark C.
Morril & Sarah E. Eaton, ProtectingCopyrights On-Line: Copyright Liability for On-Line
Service Providers, J. PROPRIETARY RTS., April 1996, at 2 (arguing that providers should be
held liable for subscribers' copyright infringement).
4
3 NANCY J. YEAGER & ROBERT E. MCGRATH, WEB SERVER TECHNOLOGY THE ADVANCED
GUIDE FOR WORLD WIDE WEB INFORMATION PROVIDERS 14 (1996).
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Typically, individuals interact with client computers. Clients
depend upon servers to provide them with resources their computers do not contain. Servers store and process information for
clients.3 5
On a typical LAN, the server computer provides
resources such as hard disk space or printers for use by all client
computers on the network.
In contrast, stand-alone equipment such as a single computer
provides its user with many necessary resources. When connected
to a network, those resources are distributed between at least two
computers-the user's computer and the network computer. The
user's computer still performs necessary tasks, but it relies upon
the network computer for additional resources such as printing or
file storage. In this arrangement, the server computer serves the
needs of the client when requested to do so. This model provides
for the sharing of resources by clients since most resources are not
in continuous demand. The benefit of the client-server model is
that many clients can share the same device, such as a printer,
because the risks of a demand bottleneck are unlikely.
From a more practical perspective, a server can serve clients and
simultaneously be a client of another server. Any client may be a
server, and any server may be a client. The terminology must be
used carefully when classifying a computer as a client or server to
relatively depict the given operations. This may be illustrated by
the process of retrieving a web document. When a user on the web
wants to browse a document located at a web site, the browser is
the client, and the web site is the server. The client is requesting
that the server provide it with a resource that it could not provide
alone-the contents of a document. The web site services this
request by sending a copy of the document over the internet to the
requesting client. Likewise, the client computer that just received
the document may be a web site as well. While at first it was a
client asking for a document, it is now a server fulfilling other
client's requests for documents it has available on-line. If a request
were to come from the same site that just previously fulfilled a
request for a document, the roles would be reversed.
2. Hypertext and Hypermedia. Two distinct types of transferred
information will be considered for purposes of our caching and
36 HENRY

H. PERhrrr, JR., LAW AND THE INFORMATION SUPERHIGHWAY 3 (1996).
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infringement analysis. Communications and message transferring
are accomplished in numerous ways on the internet. The focus
here will be on hypertext documents and FTP files because of their
contents. Hypertext documents are important to recognize because
they are capable of containing not only text messages, but also
sounds, graphics, motion pictures, and live broadcasts. FTP files
are located at FTP sites on the internet and are used for the sole
purpose of transferring copies of computer files to requesting
clients. These files contain information such as data, computer
programs, or even entire software packages.
Users seeking information on the world wide web are actually
requesting and receiving single files of information. When a user
views one of these web documents with a browser, pages of text and
links are displayed on the screen. A link is a pointer to information located either at another location within the same document
or in a different file.36 Links are displayed on the user's screen in
a unique format in order to make it apparent that they point to
other information. When a link is selected by the user, either
another portion of that same document or a different one will be
displayed. These individual files are called hypertext documents.
The prefix "hyper" means "text with links."3 7 Hypertext documents are text documents containing links to other information. 3s
This is beneficial because the information does not have to be
sequentially listed. 39 Hypertext documents may contain links that
reference different parts of the same document or other documents
entirely.40 This fundamental concept of document organization
has been around since 1965.41 Hypertext documents coupled with

36FLUCKIGER, supra note 16, at 585.
7

Id. at 269.

' For a comprehensive discussion of hypertext and an analysis of an author's right to

works in cyberspace, see Jenevra Georgini, Through Seamless Webs and Forking Paths:
SafeguardingAuthors' Rights in Hypertext, 60 BRooK. L. REV. 1175 (1994).
"4 FLUCKINGER, supra note 16, at 260.
4

old.

The term "hypertext" was created by Ted Nelson as a name for a system he designed

in which all literature ever written would be interlinked as a collective series of documents.
Id. While the term has been in use for over thirty years, the concept of linking and
automatically jumping between computerized documents dates back to 1945. It was used
in a system proposed by Vannevar Bush, Director of the Office of Scientific Research and
Development in the United States Government. Id.
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information in the form of images, sounds, and moving pictures are
called hypermedia, or multimedia documents.4 2
Standards have been set forth for the organization and encoding
of hypertext and hypermedia documents. The Hypertext Mark-up
Language (HTML) defines the formatting of documents that are
accessed on the world wide web.43 An HTML file includes all of
the text to be displayed on the viewer's screen and special codes
that determine what should be displayed as a link and where the
linked information may be found. The locations pointed to by links
are called anchors. An anchor is information within a document to
which a link may be attached." Anchors may consist of words,
sentences, or paragraphs. In addition, HTML also provides other
formatting codes for routine tasks such as centering text, italicizing, bolding, and ordering of headers and paragraphs.
When HTML is used to create multimedia documents, another
linking device is needed in addition to links and anchors. Web
documents containing text and graphic images on the same page
are common. If links and anchors are used with an image represented by a link, the page appears to be all text with a text link
pointing to another file containing the image. The two do not
appear simultaneously. When this is not the desired result, HTML
provides a format for a further description of anchors. Anchors are
categorized as regular and inline. Regular anchors are displayed
on the screen as text, indicating to the user that they may be
selected for viewing the anchor. Inline anchors are automatically
loaded and displayed along with the rest of the page.4 5 When the
HTML document is browsed by a user, the text is displayed along
with all inline links giving the appearance of both graphics and
text. This same principle of inline imaging is used for presenting
sounds and motion pictures.
E. THE HYPERTEXT TRANSFER PROTOCOL

Once an HTML document is written, it is ready to be placed online. It is important to appreciate how documents are placed on-

42

Id. at 269.
WASHBURN & EVANS, supra note 22, at 494.

" FLUCKIGER, supra note 16, at 261.
4 YEAGER & MCGRATH, supra note 34, at 49.
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line and the procedures followed by client computers in requesting
and receiving them from servers. Each participant has unique
responsibilities which determine what is being copied, at whose
direction, and how. The following paragraphs present an explanation of these standardized computer operations of the hypertext
transfer protocol.
1. The Web Server. Once an HTML document is written, it may
be placed on-line. This is accomplished by placing a copy of the
HTML document on a web server. A web server is a computer
running appropriate software enabling it to receive client requests
for web documents, retrieve them from its hard disk, and then
transmit them back to the client." There are no unique requirements to run a web server. Practically any computer with a
permanent connection to the internet and running the appropriate
software is suitable. The number of web pages that a web server
may provide is only limited by hard drive space. The web server is
simply an information retriever, providing a copy of any HTML
document that it has on its hard disk to anyone requesting it.
Web servers are distinguished from other computers connected
to the internet by its software. For the server to function properly,
web server software must be running continuously. This program
is often known as an httpd, hypertext transfer protocol daemon.4 7
The daemon waits for a user's request to arrive from over the
internet. 4' The request is then deciphered to determine who sent
it and which file has been requested. 49 The server must then
determine if it has that file on its hard disk, locate it, and send it
back over the network to the requesting client." If the server is
unable to fulfill the request, for example, if the file could not be
found, then the web server indicates this to the client with an error
message.
Web servers receive requests for web pages from thousands of
people each day.5 With so many demands arriving so frequently,

4

Id. at 20.

47 Id at 36.
4

49

1d. at 20.

id,

YEAGER & MCGRATH, supra note 34, at 20.
While the web pages of companies like Netscape and the Washington Post receive a
substantial number of visitors each day, another problem is internet "rubbernecking.' When
reports of a hacker break-in or other network calamities are reported, "flash crowds" are
likely to occur. Johnson-Laird, supra note 19, at 49. Many users who want to observe the
"o
Al
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the server can quickly become overburdened. Several solutions
have been implemented to combat delays to users waiting while
other web page requests are being processed by the daemon. The
simplest solution is to have the server computer simultaneously run
multiple copies of the daemon.5 2 Another way, which provides
better management of memory and processing time, is for a single
daemon to run and create smaller versions of itself that handle
each client request, and then terminate upon completion. In
programming terms, this is known as the parent process (the
daemon) spawning child processes for each request. Another
efficient way to ease the load of servers is to have the request for
the HTML file handled at an entirely different location. This is one
of the greatest benefits accomplished by caching. Presented later
is a discussion on how caching is able to achieve this goal.5 3
2. The Browser. On the other side of this information exchange
is the client computer running a web browser. A browser is a client
program that allows its user to view hypertext and hypermedia
documents and to use the links provided in those documents to
move from one document to another. 4 The process of moving
through the links from one hyperdocument to another is called
navigating.' All that is needed for a user to access a web site is
the document's location, known as an Internet Protocol address (IP
address). The user provides the browser with the address by
manually typing it in or selecting a link to an address from a web
document that has already been retrieved and displayed. Once the
address has been provided by the user to the browser, the browser
sends a request to the web server at that location for a copy of the
HTML file. When the file is received, the browser interprets the
HTML and displays the results on the screen.
Standards have been provided for the addressing scheme of the
world wide web. In order for any network to run successfully,
messages from one computer need to be properly addressed to the

.scene of the crime" visit that web page, making more requests than the system can actually
handle. Id. See also, John Markoff, Jams Already on Data Highway, N.Y. TIMES, Nov. 3,
1993, at D1 (discussing how the internet is a growing global web of thousands of networks).
a YEAGER & MCGRATH, supra note 34, at 45.
See infra Part lV.A (discussing importance of caching for network efficiency).
FLUCKIGER, supra note 16, at 568.
Id. at 589.
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destination computer. Every computer needs to have some unique
identifier. One central addressing scheme is necessary to avoid
confusion because the internet is a network of millions of computers. Every internet site that directly receives messages from
The address
another internet site is assigned an IP address.'
itself is a 32-bit number, consisting of four 8-bit numbers each
separated by a period.57
Since computers operate in numerics more easily than humans,
a second addressing scheme was created for the latter constituency.
Sites on the internet can apply for and receive domain names. A
domain name is a unique name, registered to the internet, that is
used to identify a computer connected to the internet." Every
domain name has a unique corresponding IP address. For example,
where a site uses 198.137.240.9159 as the IP address of one of its
particular computers on the internet, that same site may also be
known as www.whitehouse.gov. Domain names are a series of
characters or words, separated by periods. The word at the right
end of0 the full domain name is known as the top level domain
6
name.
Either the IP address or the domain name can be used as the
address placed into the browser by the user. A conversion system
has been created so clients having only the domain name may
easily arrange for its conversion into the corresponding IP address.
Translations are
The reverse translation is also possible.6 '
handled by the client, running a resolver application, and by
domain name servers (DNS). The client's resolver sends a request

WASHBURN & EVANS, supra note 22, at 44.
Id. at 49. An example of an IP address is xxx.xxx.xxx.xxx, where each xxx is a number
between 0 and 255.
Id. at 351.
The IP address 198.137.240.91 may also be represented as 198.137.240.091. Both
represent the same address, but leading zeros of any of the four numbers in the sequence
may be dropped for convenience purposes.
Id. at 353. The top level domain name is important because it is often used for
computer and network organization. Recognized top level domain names include: .COM for
commercial organizations, .EDU for educational organizations, .GOV for governmental
organizations, .MIL for military groups, .NET for major network support centers and internet
service providers, .ORG for other organizations, and .INT for international organizations.
Id. Additionally, the top level domain name can be a two letter abbreviation for countries,
17

such as

.US for United States, .JP for Japan, and .UK for the United Kingdom.

" WASHBURN & EVANS, supra note 22, at 353.
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to a domain name server on the internet. The domain name server
takes the request and determines if it is able to resolve the domain
name to the appropriate IP address. If the information is available,
the domain name server returns the corresponding IP address.
Otherwise, it either returns an error message or forwards the
request to another DNS that may have the information. Like the
internet itself, domain name services are distributed across the
network. Each unique DNS is responsible for a different top level
domain. If one DNS receives a request involving a domain name
whose translation table is assigned to another server, the request
is forwarded."2
DNS servers are often duplicated, with several of the same
servers running concurrently, because of their importance. These
duplicates are called secondary servers.' DNS caching servers
have also been created since most internet communications begin
with a domain name and not an IP address. As will be discussed
later, many web sites are duplicated and available on several
different computers located at various IP addresses. Users who
only have a single domain name do not know about the other sites.
However, the DNS may have a list of numerous IP addresses for
one domain name." When resolvers send inquiries to a DNS for
a site having multiple cache sites, the IP address returned may be
selected from one of the listed cached sites on a rotation basis
known as DNS round-robin." The browser never knows it has
reached an alternate destination.
Once the browser has received the domain name from the user,
it uses the available resolver to convert the name into the related
IP address. The browser then connects to that web server. The
browser sends a message to the web server requesting the HTML
document. Once the document is received, the browser must parse
through the HTML code and display the corresponding output on
the user's screen. Links to other documents are handled in one of
two ways. If the link is inline, then the browser must immediately
start this process over again and retrieve the file for that link.

2Id.
3

at 362.

Id.

" YEAGER & McGRATH, supra note 34, at 187.
sId.
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This is how images and sounds are displayed simultaneously with
an HTML file. All inline links are requested immediately from web
servers when the HTML is parsed. Accessing a single HTML
document may initiate several immediate requests by the browser
for other HTML documents, graphic images, and sounds. If the
link is regular, requiring no further information, it is just displayed
as such. Users know that by selecting a link, their browser will
open it, take them to a new web page, and begin this process over
again.
3.
HTTP Header Information. Communications between
browsers and web servers are more detailed than previously
described. In addition to receiving HTML files or other hypermedia
This other
documents, other information is also available.
information is used to determine whether hypertext and hypermedia documents are to be cached and for how long. This section
presents a more in-depth look at the hypertext transfer protocol so
that its caching directives may be understood.
There are three requests a browser can make to a web server.
These browser requests are also called methods." They are GET,
HEAD, and POST. A command must be properly formatted by the
browser before it may be sent to the server. The information
provided in the request is as follows: the method, the uniform
resource identifier (URI) which provides where the information is
located on the server, the version of HTTP being used, and a CrLf,
which indicates that the end of the request has been reached.6 7
Additional information may also be sent by the browser following
the version number in the field known as the header. Header
values can tell the server information such as what file formats the
browser can display and the type of browser software that is being
Headers are valuable because they can also include
used.'
information for caching purposes.
When a browser sends the GET method to the server, the
information provided in the URI is retrieved and sent to the
browser.69 This information includes header information and the

" WASHBURN & EVANS, supra note 22, at 496.
6I
68dj
Gld.
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entire contents of the file. The HEAD method is the same as the
GET method, but only the header information for the file is
returned."0 The HEAD method is useful when the retrieval of the
entire file by a GET may only be needed depending upon the values
of particular information in the file's header. It may be more
efficient to use the HEAD method prior to a GET since a file's full
contents is typically larger than its header. POST is used by the
browser to send information to the web server.7 1 For example,
users commonly use browsers to deliver their mail messages to web
servers. Unlike GET and HEAD, POST sends the pertinent
information in the other direction.
The server returns a similar header for every request it receives.
The header is in addition to the file itself. The server's response
includes the version of the HTTP it is using, a result code, a
message, and a header. The result code informs the client whether
the request was successful or not. A commonly returned result
code is "404 Not found," meaning that the file to be retrieved could
not be found by the server. The message field is a text-based string
that relates to the result code.72 The header is optional and
contains important information about the file to be sent. Current
header field definitions include the HTTP version, the server's
software information, the file format, the time and date the file was
last modified, and the file's length.7 3 The last-modified field is
important for internet caching because it often determines how long
the web related file will remain in the cache.7 4
F. THE FILE TRANSFER PROTOCOL

Another popular internet application, other than the browsing of
HTML documents, is the transfer of computer files. TCP/IP's File
Transfer Protocol (FTP) is responsible for this operation. In
contrast to HTML files, users may want to exchange ordinary
computer files containing programs, database information, or word
processing documents. By using an FTP program, a client can view
70id.
7 WASHBURN & EVANS, supra note 22, at 496.
lId.
74

See infra Part IV.D (discussing length of time that information remains in the cache).
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the contents of a server's file directory, select the files to be
transferred, and automatically receive them. This file transfer
arrangement in which clients request and FTP servers send files is
called downloading. Users desiring to make computer files
available to others on the internet need to place them on-line for
FTP retrieval.
Like a web server, the only requirement for a successful FTP
server is a computer permanently connected to the internet and
running FTP software. A file transfer protocol daemon (ftpd) is
loaded onto the server and continuously runs waiting for FTP
requests from clients.75 In short, FTP differs from HTTP because
a connection is established between the client and server for the
duration of the FTP session.7" In other words, when a client
accesses an FTP site, he is connected to it while he views, receives,
and sends files. During an FTP connection, the client and server
communicate by using three and four bit codes." When HTTP is
used, connections are brief. A connection is opened for every
individual browser request and immediately closed as soon as the
server replies.
HTML files are created by users knowing they will be placed online, and often contain information in a piece-meal form. Users
browsing HTML documents see only portions at a time on their
screen. Frequently, they must select links and jump from document to document. When a client requests a file from an FTP
server, the server reads the file off its hard disk and then sends an
identical copy of it over the internet to the client. Unlike HTML
documents, computer files are frequently not intended to be made
publicly available. Computer software can be placed on an FTP
server and duplicated by thousands of users world wide in a matter
of seconds.7"
G. THE IMPACT OF THE INTERNET ON INTELLECTUAL PROPERTY

RIGHTS

The ability of computer users to "browse around the web" is
unlike any other technology that has ever been available. The
75 WASHBURN

& EVANS,

supra note 22, at 296.

76 STEVENS, supra note 20, at 419-20.

7l

at 423.

"' Johnson-Laird, supra note 19, at 30-33.
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internet is unlike radio and television. Users of the latter two
forms of communication can only listen and view the information
selected by broadcasters. Someone other than the audience makes
those decisions. An internet user has the ability to sift through
unlimited amounts of information and refine inquiries until
precisely tailored. The retrieved information, often far more than
may be reviewed in a short amount of time, is privately saved to
the user's hard drive.
Computers store information digitally, in terms of ones and
zeros. 79 These ones and zeros, which correspond to electrical volts,
are organized into bits and bytes. Previous recording devices have
stored information in analog form.") Copied information that is
stored digitally is identical to the original."' Every bit in the
original is duplicated in the copy. There is no deterioration of
quality as often seen in photocopies.8 2 Copies are identical to the
original. Further reproductions will also be identical and may be
made without the need for the original.'S Copies may be made in
a matter of seconds by the computer holding the information."
Duplicates are made effortlessly and without delay.85
To realize the impact of this efficiency on copyright laws, consider
a web page that displays a graphic image of a famous work of art.
When a user wishes to view that web page, the image must be
transferred from the host computer, across the internet, to the
computer making the request. The graphic image is not being

Digital communications take millions of samples of a real world soundwave, video
representation, or other information and "represent the sampled features of the real world

signal by arithmetic quantities, ultimately reduced to binary digits or'its.'" PERRITT, supra
note 35, at 7.
" Analog signals "involve representing real world intelligence, such as a sound wave, by
an electrical signal with essentially the same characteristics of frequency and amplitude as
the real world phenomenon." Id.
51

OFFICE OF TECHNOLOGY ASSESSMENT, U.S. CONGRESS, INTELLECTUAL PROPERTY RIGHTS

IN AN AGE OF ELECTRONICS AND INFORMATION 102 (1986). The distinction between digital
and analog reproductions has been recognized by the United States Congress' Office of
Technology and Assessment. In its report, the Office recognizes these significant differences

and the issues they create. Id.
n Id.
83
d.
8

id.

See David J. Loundy, Revising the Copyright Law for Electronic Publishing, 14 J.
MARSHALL J. COMPUTER & INFO. L. 1, 5 (1995) (discussing advantages of digital copies).
8
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viewed from the original source but from a copy in the memory of
the user's computer. With the copy of the image, it is possible for
the user to permanently write the image to his hard drive for later
retrieval. In essence, the internet is a library; but in order for
others to borrow a book, the library must make for them an
identical copy which they need never return. The "library" may
easily have thousands of borrowers asking for copies daily."
IV. CACHING ON THE INTERNET

Information retrieved from the internet is cached in several ways
and at different levels. Client browsers cache data to avoid
repetitive delivery of information over slow conventional telephones
modems. Web servers cache information to ease their demand
loads. Other caches are strategically placed on the internet to ease
overall network traffic in selected geographic regions. This section
examines the importance of caching to the internet and how it is
implemented. The benefits of caching need to be recognized in
contrast with the consequences of its potential for copyright
infringement. The following section is an in-depth look at how
caches are managed and operated on the internet. The importance
of caching is presented to accentuate how catastrophic it would be
for a court to issue an injunction shutting down internet caching.
A. WHY CACHING IS IMPORTANT TO THE INTERNET AND NETWORK
EFFICIENCY

Caching schemes are absolutely necessary to handle internet
traffic. A recent example of network overload occurred during the

so The enormous number of requests that can be made to a single web server is
illustrated by traffic to the web page operated by NCSA, the developers of the Mosaic
browser. In October 1995 NCSA's website, the default site for its software, received more
than three million accesses each week at an average of 300 requests per minute. At peak
times, there were up to 600 requests per minute. Duane Wessels, Intelligent Caching for
World-Wide Web Objects (1995) (unpublished M.S. thesis, University of Colorado (Boulder))
(on file with the University of Colorado (Boulder)). In another instance, on the night of the
1996 presidential election, NBC and Microsoft's joint venture MSNBC had prepared a special
web site to deliver up-to-date voting tallies and commentary. While 50 million hits were
expected, the site was overwhelmed with an unprecedented number of requests. The result
was a slowdown of the site caused by user demands and a faulty router. See David S.
Hilzenrath & Rajiv Chandrasekaran, Web Surfers Thwarted in Search for Results, WASH.
POST, Nov. 6, 1996, at Bl (explaining that web site traffic delayed access to information).
https://digitalcommons.law.uga.edu/jipl/vol4/iss2/3
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impact of comet Shoemaker-Levy 9 with the planet Jupiter. 7
NASA placed telescopic images of the event on the internet for
Not only did
public viewing within hours of their creation."
NASA have to bring additional computers on-line to handle the
overflow of requests, but some servers logged more than 880,000
accesses and others about 420,000, delivering more than six
terabytes of data.' The demand eventually so overwhelmed the
servers that none of the requests could be serviced at all. Caching
techniques have the ability to minimize network traffic and
enhance overall network performance. The following sections
address the types of traffic that diminish the internet's performance.
1. Congestion. One of the desired results of caching on the
internet is to reduce congestion, known as network traffic. In 1993
an internet study concluded that if FTP files were subject to a
caching scheme, half of all file transfers over the internet could be
For clients on the internet, congestion commonly
eliminated.'
occurs in two places.91 For users, the most common place of
congestion is at a server's site. A single user's request reaches the
server along with those of others on the internet. With millions of
users on the internet, this spot can easily receive thousands of
requests at nearly the same time. 92 The second area of congestion
is at the connection point between a client's LAN and the internet.93 Internet users typically connect through a LAN. Every
request from each user on the LAN must pass through the same
portal to the outside connection to the internet. These commonly
shared access points may easily become overwhelmed."
2. Bandwidth. The speed with which data travels between two
networked computers is determined by their physical connections.

" Wessels, supra note 86, § 1.5.
8

Id.

90 Anawat Chankhunthod et al., A Hierarchical Internet Object Cache (Nov. 6, 1995)

(unpublished manuscript, on file with the Department of Computer Science, the University
of Colorado (Boulder). Also available on-line at <http'//excalibur.usc.edu/cachehtmVcache.html>).
1
YEAGER & MCGRATH, supra note 34, at 134.
2 Id.
See supra note 86 (discussing congestion on web sites).
93 YEAGER & MCGRATH, supra note 34, at 134.

Id.
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The physical connections between computers range from various
forms of metallic wires and how well they are shielded from
interference, to the use of light waves and fiber optics. The speed
of a network is measured by the number of bits per second that
may be transferred from one location to another." The rate that
information can be transferred through one of the physical
mediums is called the bandwidth and is usually expressed in
kilobits per second or megabits per second." Fiber optic cables
can transfer information at 100 megabits per second while telephone modems transfer at 28.8 kilobits per second.9 7 The type of
cabling used between two computers determines the maximum
throughput of data. On the internet, different types of cabling are
often used to connect computers. Overall transfer speed is limited
by the cabling with the lowest bandwidth.9"
Determining the minimum bandwidth of a connection is important in deciding where to position a cache. A user accessing the
internet via a modem will not enjoy the benefits of caching if the
cache is located at the other end of the phone line, a point beyond
the lowest bandwidth. However, a cache at the user's end, such as
within the browser software, helps prevent the painful delay
experienced when receiving information at 28,800 bits per second.
3. Latency. The last efficiency concern is latency, the delay
between the request for information and the moment it is received."
Because the internet is a series of interconnected
computers, it is rarely the case that two computers have a direct
connection. In order for a packet to reach another computer, it may
have to stop along the way at several intermediary sites. Each
time the packet makes a stop along the way, this is known as a
"hop."
The ideal goal is for packets to reach their destinations
by traveling via the shortest routes, making the fewest number of
hops. At each stop along the way, the packet is handled by
hardware known as routers. These routers determine the next
place to send each packet and attempt to send it by the shortest
6 Id.
6 PERRITT, supra note 35, at 5.
976 YEAGER & MCGRATH, supra note 34, at 133.

1&d.
9 Id. at 132.

100COMER, supra note 27, at 158.
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route. When network traffic is high, packets are often routed to
alternate pathways. This results in longer waiting time between
a client's request and a response from the server.
4. How Caching Enhances Network Performance. Caches are
often placed within a few hops of many internet clients. For a
company with a LAN or WAN, every user's requests may be
required to pass through a cache server, known as a proxy, before
being sent out over the internet. Without the proxy, each user may
be asking for the same information. As one person requests
information, it is received and stored in the proxy's cache. Every
other user on the LAN who then seeks that same information will
receive the cached copy. This application of proxy caching may
reduce the number of requests for internet information from
possibly hundreds to just one. The return of this benefit is
tremendous; it reduces both the internet traffic at the LAN's point
of internet access, as many outside requests can be handled by the
proxy, and the load on the web server needing to accept, interpret,
and fulfill each request.
Well-placed caches at particular internet locations can reduce the
problems of latency and bandwidth. As more and more connections
are upgraded to fiber optic cable, caches placed at some of the
slower connections can ease their load. While proxy caches reduce
the traffic created by a single LAN, a cache placed at an intermediate point may have connections to several LANs.O1 This second
caching server, located farther out on the network, may have the
information needed should the LAN's proxy not have the data in its
cache. This decreases the number of hops required because the
only distance traveled is between the proxy and the cache serv102
er.
B. CACHING INFORMATION ON THE INTERNET

As previously noted, caching occurs in numerous places on the
internet. Different benefits are derived depending upon the
location of the cache. The various types of caches used have unique
decisional controls that may be exercised over their operation.
101 Wessels,

supra note 86, § 1.6.

102dm
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These factors are affected by whether the cache is controlled by a
user, a server, or part of a greater caching scheme. Presented next
is a closer look at the caching implementations of these methods.
1. Client Caching. The simplest and most frequently used type
of caching occurs on the user's own computer. Browsing software
often comes with its own internal caching mechanisms. 1° These
are known as browser or client caches.'0 4 The browser's cache is
triggered each time the user instructs the browser to retrieve a web
page. The browser checks the cache, which may be a portion of the
computer's RAM or a reserved area of disk space on the hard
drive." °
If the document is in the cache, it is read from the
browser and displayed on the computer monitor. Otherwise, the
appropriate HTTP commands are sent over the internet to retrieve
the document."°
Web browsers usually provide one of two types of client caching,
persistent and nonpersistent. 1 7 Persistent caches store cached
data permanently so it is not lost even if the browser is exited.'0 8
Nonpersistent client caches deallocate memory each time the
browser is exited." ° While disk space is preserved, this type of
caching is not as efficient as the persistent type because the cache
is empty each time the browser is loaded. The cache starts over
each time the browser software is reloaded.
Client caching is very helpful given the relatively slow data rate
of telephone modems." 0 Cache size is limited by the available
RAM and disk space."' Typically, browser caches only store

103 Two popular browsing software packages, Netscape and NCSA's Mosaic, have the
ability to cache images and documents. YEAGER & McGIATH, supra note 34, at 193.
104 Marc Abrams et al., Caching Proxies: Limitations and Potentials (Oct. 7, 1995)

(unpublished manuscript, on file with author. Also available on-line at <httpJ/ei.cs.vt.edu/-succeed/WWW4/WWW4.html>).
1

. Id. § 1.1.

'06
07

Id.

id.
080 Id.

1

1

' Abrams, supra note 104, § 1.1.
lo While the capacity of a twisted pair of copper wires is four megabytes per second, most

telephone modems only operate at 28,800 bits per second. STALLINGS, supra note 13, at 59.
This is quite slow when compared to the 500 megabytes per second of coaxial cable which
is commonly used on LANs and ethernet. Id. Fiber optic cables can transfer up to two
gigabytes per second. Id.
...
YEAGER & McGRATH, supra note 34, at 193.
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HTML documents and image files but not FTP or gopher information.1 12 Nevertheless, this method of caching is very helpful to
single users who frequent the same web sites.
2. Proxy Servers Used For Caching. Proxy caching is another
service that is commonly found all over the internet.1 1 3 The term
proxy originates from the server's function; the proxy server accepts
requests from clients and then carries them out on the clients'
behalves.114 The most widely used proxy server is the CERN
HTTPd."5 CERN's acceptance has been attributed partly to its
creation and availability at a time when no other caches were
Most alternative caching proposals make their
available. 1
comparisons to CERN because of its wide acceptance. The
following explanation of proxy caching is based on the CERN
model.
For a proxy server to work, it must intercept all outgoing internet
requests from a client's browser. This may be accomplished in at
least one of two ways. If the proxy is placed between the internet
and the user's network connection, such as a LAN's outgoing
internet connection, interception is automatic. Otherwise, the
browser software must be configured to send all outgoing directives
to a proxy.
When a proxy receives a client's request, it first determines
whether the request is a hit or a miss. If it is a hit, the proxy
returns the file to the client.' 7 When the request is a miss, the
proxy sends out a request of its own to the destination site for the

11 1d.

"s For purposes of this discussion, the term proxy server will only be used as it pertains
to a proxy cache. Proxies are also used as "firewalls." Firewalls act as intermediaries and
are positioned on a network as the only connection between a-LAN and the outside world.
Id. at 303. As the intermediary, the firewall proxy intercepts every LAN packet headed for
the internet and every internet packet headed for the LAN. It is the proxy's responsibility
to decide which of these packets is permitted to "penetrate the firewall" and pass through.
Otherwise the proxy discards them. See generally, id. at 277-318.
114AJ. Flavell, WWW Cache Briefing (Sept. 18, 1996) (unpublished manuscript, on file
with the author. Also available on-line at <http'//dl.ph.gla.ac.uk/-flavell/cache.html>).
""Daniel O'Callaghan, A Central Caching Proxy Server for WWW users at the University
of Melbourne (1995) (unpublished manuscript, on file with Southern Cross University. Also
available on-line at <http'/www.its.unimelb.edu.au:8Ipapers/AW12-02>).
16

Wessels, supra note 86, § 3.1.

"17 Id.
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document.11 8 When the document is returned, it is copied into
the cache and then sent to the original client.1 9 Note that in this
arrangement the proxy is acting as both server and client. The
proxy is a server, fulfilling the requests of the client browser, and
then a client, making its own request to another web server for a
copy of an HTML document.
3. HierarchicalCaching and the Harvest Cache. The Harvest
Cache was created by a collaboration between the University of
Colorado and the University of Southern California. 120 Its name
was selected to denote its focus on, "reaping the growing collection
of Internet information."' 2
Unlike the previously discussed
caching systems, Harvest is a hierarchical cache; in addition to the
local cache, there are regional caching servers holding information
for clusters of networks that share information.122 In contrast,
flat caching schemes are a simple proxy server arrangement where
information is either on the proxy or is requested from the
source. 123 Harvest has been in use for almost two and one-half
years by a24growing collection of approximately 100 sites across the
1
internet.
Hierarchical caching is superior to flat caching due to the
collaborative efforts of several servers.
The server initially
receiving the request returns the information if it is in the cache.
Otherwise, neighboring cache servers are queried for the relevant
files."2 Neighboring caches have the ability to query one another

118Id.

11Id.
o O'Callaghan, supra note 115.
121 C. Mic Bowman et al., Harvest:

A Scalable, Customizable Discovery and Access
System, Technical Report CU-CS732-94, j 1 (March 11, 1995) (unpublished report, on file
with the Department of Computer Science, University of Colorado (Boulder)). Hierarchical
caching is only one aspect of the Harvest system. Harvest also provides resource discovery
through topic-specified content indexing, implemented with an information gathering
architecture. Id. Additionally, Harvest supports structured data through a combination of
structure.preserving indexes and a flexible search engine. Id. See also, C. Mic Bowman et
al., The Harvest Information Discovery and Access System (unpublished manuscript, on file
with the Department of Computer Science, University of Colorado (Boulder)) (introducing the

Harvest System).
12 2

YEAGER & MCGRATH, supra note 34, at 210.

iId.

1 2 Chankhunthod

et al., supra note 90.
O'Callaghan, supra note 115.
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and communicate using a caching protocol. 2 ' When in operation,
the client is serviced by the cache server that the request is
directed to, and then by several caches that collectively share their
stored files. When these Harvest cache servers are strategically
placed on the internet, it is believed
that some internet traffic is
127
reduced by over forty percent.
The Harvest cache has been implemented nationally by the
National Laboratory for Applied Network Research (NLANR). 1"
Currently, there are six root sites located throughout the United
States.1 29 Expansion is presently occurring in Europe. Each
server keeps track of the hits and misses to the cache
and other
130
statistical data for efficiency and research analysis.
C. DECIDING WHAT INFORMATION TO CACHE

While only HTTP and FTP have been discussed so far, informa13 1
tion in many other forms is transmitted over the internet.
Some sites on the internet can return specifically requested
database information, conduct electronic transactions, or deliver
personal or private information in a secure format using encryption. A decision must be made whether any of these messages need
to be cached since many of them will pass through some form of

'" YEAGER & McGRATH, supra note 34, at 214.
127 Duane Wessels et al., A Distributed Testbed for National Information Provisioning
(Jan. 11, 1996) (unpublished manuscript, on file with the National Laboratory for Applied
Network Research. Also available on-line at <httpJ/www.nlanr.net>).
'U See id. (implementing a national structure for handling information).
These sites are located in Boulder, Colorado; Ithaca, New York; Pittsburgh,
Pennsylvania; San Diego, California; Silicon Valley, California and Champaign, Illinois.
Each site is operating on a Digital Equipment Alpha processor with 128 megabytes of
memory and ten gigabytes of hard disk space. Id.
'w For a detailed discussion of the Harvest cache and its algorithms, see John Schuster,
Harvest Cache Server Description (unpublished manuscript, on file with author. Also
available on-line at <http'/catarina.usc.edu/danzig/cache-description/harvestdesc.html>).
" TCP/IP provides a suite of protocols for the transfer of information over the internet.
For example, TCP/IP provides internet protocols for diagnostic utilities such as tracerout for
providing a client with details of the routes that transmitted packets take, and ping for
determining whether a destination site on the internet is on-line and receiving packets.
Other user applications include simple mail transfer protocol (SMTP) for sending e-mail,
telnet and rlogin for making remote connections and logging on to remote file servers and
various information services like Archie, Gopher, and Veronica. See STEVENS, supra note 20
(discussing structure and function of TCP/IP and the entire TCP/IP protcol suite).
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caching service as they travel across the internet. Many of these
decisions are limited by the server's hardware.'3 2 The following
section discusses the types of information that are cached and the
decisions for doing so.
It is necessary to decide whether an item requested by a user
from the server should be stored on that server at all, and if so, for
how many hours, days, or months. One of the server's first
considerations in deciding whether to cache a document is whether
it is static or synthesized. A static document is a stand-alone file
that a server sends each time it is requested.'
Every request to
the server for that file produces the same output.13 Web pages,
FTP files, motion pictures, and sound files are usually static
documents. An example is computer images of photographs that
are placed on-line for people to see. Whether the request is made
today or in a few months, the photographs will not change. Static
files are good candidates for caching. It is for this reason that most
cache servers cache HTTP, FTP, and gopher files.1 "s Another
type of information cached by special servers because of their static
nature are IP addresses and domain names. Domain name servers
also have caching servers available to assist with requests for DNS
entries and IP addresses. They are essential to traffic reduction
and the internet's operation. 3 '
Often, files stored on a web server are frequently updated or
changed. It is not efficient to cache documents that are different
each time a request is made. Files that are different each time
they are requested are known as synthesized documents.'3 7 They
are stale from the moment they are placed in the cache. Cached
documents that change each time they are accessed from their true
server take up disk space in the cache but are never reusable.
Operators of cache servers must therefore limit the document types
L' A typical cache server holds thousands of cached files. The usual size of an HTML
document is in the tens of thousands of kilobytes. YEAGER & MCGRATH, supra note 34, at
208. However, more complicated files, such as movies, sounds and images, can often take
up substantially more disk space and, for that reason, may not be cached.
133FLUCKIGER, supra note 16, at 278.
1
Id.
133

A. Daviel, Proxy Cache - Van-Pool for the Web (August 1996) (unpublished manuscript,

on file with the author. Also available on-line at <http.//vancouver-webpages.com/proxy/>).
"3 WASHBURN & EVANS, supra note 22, at 362, 367.
137 FLUCKIGER, supra note 16, at 278.
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that are placed in the cache. There138are several types of synthesized
documents which are not cached.

Other efficiency considerations taken into account by web servers
involve file size and sources of origin. Files containing motion
pictures, sounds, and images can be very complex, taking up a
relatively great amount of disk space on the cache server. Large
files of this type are not the most suitable candidates for caching
because their place in the cache could be used to hold several
smaller files that are more likely to have a higher hit-miss ratio.
This is determined by the operators of the cache server through the
use of cache limit directives. 131 Cache servers can often make
these decisions based upon information placed in the HTTP header.
. Another efficiency consideration is the location of a file's source.
Files located at a web site fairly close to the caching server, such
as files that are located on the client's LAN or only one hop away,
should not be cached to save space on the cache server. 140

This

is because the time required to fetch information so close is
unlikely to have any significant effect on latency or network traffic.
Caching servers can be directed not to cache particular files or files
that come from a particular domain.'
1 Two common types of synthesized documents on the internet are database inquiries
and executable responses. Internet clients can find specific information by sending their
inquiries to a database server connected to the internet. It is unlikely that the information
returned from the server will ever be requested by another user because these queries are
so narrow. For this reason, cache servers do not store these results.
Many HTML files requested from web servers contain more than just information and are
able to tailor responses for each user. When HTML documents of these types are accessed,
executable programs on the server receive information from the client and generate unique
output for each request. These are called scripts and CGI-BIN operations. A common
application of scripts is used for airline travel schedules. Users can submit the dates, times,
and destination cities, and the web server returns a list of the particular flights for that
airline. One such site is Southwest Airline's site at http'//iflyswa.com. Undoubtedly, cache
servers should never cache this information because it will soon become stale and never get
hit again.
""World Wide Web Consortium, Proxy Caching (July 1995) (unpublished manuscript, on
file with the author. Also available on-line at <WWW.w3.org/pub/WWW/Daemon/User/Config/Caching.html>).

14 d.

14 The "NoCaching" directive available to operators of cache servers
can be a useful tool
for domains or sites that do not wish to have their information cached. A request to not have
files cached made by an operator of a web site or domain to a caching server may be relevant
for copyright infringement analysis. Such a request may be deemed notice to the operators
of the caching server and evidence of good faith for purposes of willful infringement. See
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Another category of information is not cached for policy reasons.
Information that is part of a secured transaction and payment,
information requiring authorization, or sensitive or encrypted data
may not be cached by the server. 142 Not only is this information
typically stale immediately following its placement in the cache, but
the utility of caching the information may be outweighed by the
financial or other privacy interests presented. Many cache servers
respect the sending server's request that the information sent not
be cached."
Caching information can be placed in the HTTP
header. A directive such as "please do not cache me" is provided in
the protocol; 44however, there is nothing that assures a web server's
compliance.
D. DECIDING HOW LONG INFORMATION REMAINS IN THE CACHE

Another issue for cache operators is whether the files are cached
momentarily or for months. The optimum amount of time information should remain cached is for as long as it is not stale and
receives enough hits to result in a decrease in network traffic
justifying its storage. When data is placed in the cache, the issue
for the cache server becomes how long the file should remain
accessible to clients from the cache before being requested again
from its source to avoid staleness. 4 5 The time between a file's
placement in the cache and the cache server's inquiry as to its

infra Part VIII.B (discussing damages for copyright infringement).
142Daviel, supra note 135. Caching servers learn of secured or limited by authorization
status from information placed in the header request by clients. For example, when access
to a web site is limited, an "Authorization: user:password" line is placed in the header.
Wessels, supra note 86.
4
" YEAGER & MCGRATH, supra note 34, at 209. Header information inserted by the web
server requesting that the files not be cached may be useful for avoiding copyright liability
in the future.
Id
14 When a cache server decides to update a file in the cache, it is not always necessary
to blindly request a new copy. It is inefficient to automatically fetch a new copy from the
original source without first checking whether the file has been modified. If the file has not
been updated by the source site since being placed in the cache, this would be a waste of
network resources. In these situations, the cache server sends a conditional request for the
file to the web server, a get "If-Modified-Since" command. The file is returned only if a
newer version exists. See Ari Luotonen & Kevin Altis, World-Wide Web Proxies (May 24,
1994) (unpublished manuscript, on file with the author) (explaining conditional requests).
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freshness at the document's source site is known as the "time to
live." 1" The following paragraphs present the various methods
used by cache servers in determining the time to live value.
In some instances the cache server is required to retrieve a newer
version of a file or remove a file from the cache regardless of the
time to live value. Disk space on the cache server is limited.
Cache servers need to make room for newly fetched files that must
be cached when the hard disk becomes full. When this occurs,
depending upon the algorithm of the cache server, older cached files
are removed in order to make room.147 Two types of time to live
bypasses can be demanded by a requesting client. The first is a
directive, "pragma:no-cache," placed in the header request. 1 "
When a caching server finds this in the header of a client's request,
the cache is by-passed and a new copy is automatically retrieved
from the source. 4 ' Note that this directive only by-passes reading the file from the cache. If the file retrieved from the source site
is newer, the cache server places it in the cache in place of the
previous stale version.s Additionally, a client can provide its
own "get if-modified-since" request to the cache server. 15 ' This
may force a cache server to check a document's freshness sooner
than its internal default.
The cache server often sets the time to live value based upon
information in the cached file's header. Many web servers provide
pertinent information for cache servers in the headers of the fies
they send. The most useful is the "expires:date" header.152 Just
like an expiration date on a milk carton, this directive tells the
1

"YFAGER & MCGRATH, supra note 34, at 200.

147Deciding

which files to remove may be based on several criteria. For example, the

oldest stored file may be deleted in a first to be stored, first to be deleted manner. Other
methods decide by weighing the efficiencies of the files in the cache and deleting them based
upon the number of hits, misses, and the likelihood of staleness.
'

Wessels, supra note 86, § 2.1.4.

149 Users of Netscape's browser software can utilize the "pragma:no-cache" option

manually. Netscape users may click on the "re-load" button when they desire to have the
displayed web page reloaded. This selection causes the browser to reload the file from the
browser's cache. Holding down the shift key and clicking on the re-load button simultaneously by-passes the local cache is and places the no-cache directive in the header. Daviel,
supra note 135.
150Id.
151 d
1n

Wessels, supra note 86, § 2.1.3.
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cache server when the file becomes stale. Files that have an
expiration date before being received are treated as stale and are
never cached. This may be used as a tool for web servers that do
not wish to have their documents cached. By placing an already
expired expiration date in each header, they will never be cached.
Another header directive is the "Last-Modified" header. This
informs cache servers of the last time the file was modified by the
source site. While not as helpful as the expiration header, it does
inform the cache server of the file's age. From this header the
cache can extrapolate the time to live by either using a default
factor or by comparing the header date with the previous date the
file was last modified, if that is available." s
Some web servers do not provide any useful header information
as a part of the delivered files. In such cases the cache server may
determine the time to live based upon a default number. This is
often twenty-four to forty-eight hours."5 Once a day the cache
server runs an internal program to sort through all the cached files
and determine which ones to discard. This process is known as
"garbage collecting. "15 '
V. THE TECHNIQUE OF MIRRORING
A frequently used alternative to caching is mirroring. Also called
shadowing or tracking, it is a technique in which a server makes
complete copies of files or even whole servers and places them online. 1" Caches are user-driven, retrieving specific files when
clients request them. The decision to mirror is made by the
operator of the shadowing server. Snapshots of the mirrored data
are usually taken during scheduled
low network traffic periods and
1 7
may even be taken daily.

1

Mirror servers function in the same manner as the original
server holding the information. TCP/IP's HTTP, F TP, and other
protocols still govern. Note that mirror servers, when implement"'YEAGER & McGRATH, supra note 34, at 209.

'"See Schuster, supra note 130 (discussing the Harvest cache and its algorithms).
'"FLUCIGER,supra note 16, at 314.
'5 7 YEAGER & MCGRATH, supra note 34, at 184-85. See also FLUCKIGER, supra note 16,
at 314 (discussing mirrors and caches).
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ed, are identical to the source sites. Anything on the original
server, whether a file, a photograph, motion picture, or sound, will
eventually be copied onto the mirror. The operator of the mirror
server decides which sites and files will be duplicated."5
Mirroring is used to diminish the load of web servers overloaded
with requests. However, it is important to note that servers are
sometimes mirrored without their consent. Sites in Australia have
mirrored many United States and European sites because of the
long access time needed to send every document between such long
distances.' 9 Users often do not know that the information is
coming from a mirrored server because requests to the original site
may be forwarded to the mirror via round-robin DNS table
entries. 16
VI. COPYRIGHTABLE SUBJECT MATrER OF CACHED
MATERIALS-THE FIXATION REQUIREMENT

In order for caching activities to create copyright liability, the
materials being copied into the cache must fall within the subject
matter granted protection by the Copyright Act. 1 ' One of the
requirements for copyright protection is that the work be fixed in
a tangible medium of expression.'6 2 As previously discussed,
cached materials from web pages consist of images, sounds, moving
pictures, and text. Historically, all of these works have received
the protection of the copyright laws when created without the use
of a computer."6 The fulfillment of the fixation requirement is
1 This point is important to the issue of copyright infringement. The operator of a
mirroring server is the sole decision-maker of the type of information the server will
duplicate. But more importantly, any infringing activity occurring at the original site will
also be infringement at the mirror. See infra Part VIII (explaining what a plaintiff must
prove to establish copyright infringement).
16 Id.
"00 Id. For a discussion of the round-robin implementation, see supra Part III.E.2.
'6' 17 U.S.C. § 102(a) (1994).

62ld.
" See generally, Burrow-Giles Lithographic Co. v. Sarony, 111 U.S. 53 (1884) (holding
that a portrait of Oscar Wilde contained sufficient originality to be considered a writing and
proper subject matter for copyright protection); Educational Testing Servs. v. Katzman, 793
F.2d 533, 230 U.S.P.Q. (BNA) 156 (3d Cir. 1986) (holding written works, such as standardized tests, receive copyright protection); Gross v. Seligman, 212 F. 930 (2d Cir. 1914) (holding
that photographs receive copyright protection); Bright Tunes Music Corp. v. Harrisongs
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not as apparent when these works are created originally or as
derivative works on a computer. The following section presents the
issues that arise when rights under the Act are asserted to protect
works that exist in computer form on web pages.'"
The primary issue in determining whether computer and web
page works receive copyright protection rests with the fixation
element."
Under the 1976 Copyright Act, 16 copyright protection is given to all "original works of authorship fixed in any
tangible medium of expression, now known or later developed, from
which they can be perceived, reproduced, or otherwise communicat1 7
ed, either directly or with the aid of a machine or device."
Section 101
medium of
sufficiently
reproduced,

of the Act provides, "[a] work is fixed in a tangible
expression when its embodiment in a copy ... is
permanent or stable to permit it to be perceived,
or otherwise communicated for a period of more than

Music, Ltd., 420 F. Supp. 177 (S.D.N.Y. 1976) (recognizing that musical works receive
copyright protection).
'" While the focus of this Article is on the subject matter of images, text and sounds,
another issue relating to copyright infringement on the internet relates to whether a person's
web page as displayed by a browser is entitled to copyright protection. According to one
source, it is analogous to a database that is accessible over the internet and is more a
method of operation, falling under the analysis given to user interfaces of computer software.
See Barry D. Weiss, Barbed Wires and Branding in Cyberspace: The Future of Copyright
Protection, in UNDERSTANDING BASIC COPYRIGHT LAW 1996, at 397, 406 (PLI Pats.,
Copyrights, Trademarks, and Literary Prop. Course Handbook Series No. 450, 1996)
(expressing the view that copyrightability of web pages should be viewed under an analysis
similar to that given in Lotus Development Corp. v. BorlandInt'l, 49 F.3d 807, 34 U.S.P.Q.2d
(BNA) 1014 (lst Cir. 1995), affd by an equally divided court, 116 S. Ct. 804 (1996)). But see,
Alfred C. Yen, Entrepreneurship, Copyright, and Personal Home Pages, 75 OR. L. REv. 331
(1996)
(suggesting that copyright protection of web pages might "smother" the internet).
1
While the fixation requirement shall be the focus, note that as a constitutional matter,
the works must also satisfy the originality requirement of 17 U.S.C. § 102. The originality
requirement demands that the work be an independent creation of the author that possesses
more than minimal creativity. Feist Publications, Inc. v. Rural Tel. Serv. Co., 499 U.S. 340,
348, 18 U.S.P.Q.2d (BNA) 1295 (1991). See Maureen A. O'Rourke, ProprietaryRights In
DigitalData,41 FED. B. NEWS & J. 511, 512 (1994) (stating that the originality requirement
limits the copyright protection extended to on-line fact-based databases). Originality is
satisfied in the same manner as it would be for ordinary, non-computer based works since
most materials cached on the internet are digitized images of photographs, textual works,
sounds, and motion pictures.
1
'"Throughout the remainder of this Article, the Copyright Act of 1976 shall be referred
to as "the Act."
16 17 U.S.C. § 102(a) (1994).
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transitory duration."'
In determining the reach of both the
fixation requirement and section 101, it is important to consider the
6 9 The
congressional intent."
Act was intended to protect works
of authorship existing at the time of its passage, yet be broad
enough to cover future technologies.
Before data can be cached on the internet, it must be stored at its
point of origin. In order for files to be cached, they must pass
through the cache as an intermediary point between the source
computer and the destination computer. As discussed previously,
web servers retrieve files from their local hard disks when requests
for their transfer are made by clients. The local hard disks of web
servers are the sites where copyrightable material is originally
stored. In other words, cacheable information can only be transmitted across the internet if it is first stored on a hard drive at the
source.
Cached files are copyrightable subject matter only if their storage
on their servers' hard disks satisfies the fixation requirement.
While the Act does not expressly provide that works stored on a
computer are fixed in a tangible medium of expression, it is broad
enough to include this type of storage. Section 101 further states
that the work may be fixed in a tangible medium "now known or
later developed."'7
Files stored on computer hard disks are
sufficiently permanent to meet this definition because the information may be repeatedly retrieved for an indefinite amount of time.
Such a duration is clearly not transitory. Each time the file is
loaded from the hard disk, it is reproduced in memory to be used
'6 Id. § 101.
1" Congress was aware that at the time the Act was written, the definition of
copyrightable subject matter had to be broad enough to encompass future technologies. As

was stated in one House Report:
[Sicientific discoveries and technological developments have made possible
new forms of creative expression that never existed before. .

..

[I]t is

impossible to foresee the forms that these new expressive methods will take.
The bill does not intend to either freeze the scope of copyrightable subject
matter at the present stage of communications technology or to allow
unlimited expansion into areas completely outside the present congressional
intent.
Greg S. Weber, The New Medium of Expression: Introducing Virtual Reality and
AnticipatingCopyrightIssues, 12 COMPU
L.J. 175,186-87 (1993) (citing H.R. REP. No. 941476, at 51 (1976), reprintedin 1976 U.S.C.C.A.N. 5659, 5664).
'70 17 U.S.C. § 102(a).
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or viewed by the user. Even though the computer is used to assist

in the display of the information, the section 102 requirement that
the work be "perceived, reproduced, or otherwise communicated...
with the aid of a machine or device" is satisfied."' A contrary
position, that files stored on hard disks are not sufficiently fixed,
would resemble the unsuccessful arguments presented against
fixation for movies on video tapes or sound recordings on compact
discs.17 2
Federal case law follows congressional policy, and it is clear that
files stored on computer disks are fixed for purposes of the Act.
While never expressly stated by a court, computer storage has been
an underlying assumption made in many cases. In 1983 Apple
Computer, Inc. v. FranklinComputer Corp.7 ' addressed the issue
of whether a computer program stored in computer ROM' 74 was

fixed for purposes of the Act.'75 The Third Circuit, citing to an
earlier case, held that "'fixation'

. . . is satisfied through the

...
Id. § 102. Additionally, this medium of storage coincides with the congressional intent
that under the bill,
it makes no difference what the form, manner or medium of fixation may
be-whether it is in words, numbers, notes, sounds, pictures,... [or] whether
embodied in a physical object in written, printed, photographic, sculptural,
punched, magnetic, or any other stable form, and whether it is capable of
perception directly or by means of any machine or device "now known or later
developed.*
1 MELVILLE B. NIMMER & DAVID NIMMER, NIMMER ON COPYRIGHT § 2.03[B][1], at 2-30.3 to
2-30.4 (1996) [hereinafter NIMmER] (citing H.R. REP. No. 94-1476, at 52 (1976), reprintedin
1976 U.S.C.C.A.N. 5659, 5665). See O'Rourke, supra note 165, at 512 (explaining that disk
storage is sufficiently stable to meet the fixation requirement).
1
Fixation for sound recordings has been claimed in tangible mediums including
phonograph discs, open-reel tapes, cartridges, cassettes, and player piano rolls. 1 NIMMER,
supra note 171, § 2.10[A], at 2-171.
173 714 F.2d 1240, 219 U.S.P.Q. (BNA) 113 (3d Cir. 1983).
174 When data is stored in Read Only Memory (ROM), it is permanently written onto the
computer chips and cannot be erased. Even when the computer is turned off, the
information remains stored in the ROM. ROM is used when specific information is always
needed and never changes. In contrast, information stored in Random Access Memory
(RAM) can be read or erased and changed at any time. RAM is volatile, meaning that the
stored information is lost when the computer is turned off. Conversely, ROM is nonvolatile.
See Apple Computer, 714 F.2d at 1243-44 (discussing memory devices such as ROM). See
also, Jan L. Nussbaum, Comment, Apple Computer, Inc. v. Franklin Computer Corporation
Puts the Byte Back Into CopyrightProtection For ComputerPrograms,14 GOLDEN GATE U.
L. REv. 281, 286-88 (1984) (defining ROM and distinguishing RAM).
" Apple Computer, 714 F.2d at 1240.
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embodiment of the expression in the ROM devices. 176 Further
more, in NLFC, Inc. v. Devcom Mid-America, Inc., the Seventh
Circuit found it undisputed that the loading of software into a
computer constitutes the making of a copy. 17 While the issue in

that case was an evidentiary matter of whether the software had
been installed, the court presupposed without objection that the
software, as stored on a computer disk, was fixed in a tangible
medium of expression. The same approach was taken in ProCD,
Inc. v. Zeidenberg.79 In a dispute over a shrink-wrap license, the
court conceded that installing the copyrighted software onto a hard
disk without authorization would constitute infringement."s
District courts have also held that computer storage is a sufficiently
fixed medium."8 ' Sounds fixed in computer chips have also been
held to satisfy the fixation requirement for sound recordings.8 2
Since computer software is a proper subject matter of copyright
protection, it only follows that disk storage is a contemplated
means of fixation under the Act. In 1980 the Act was amended to
expressly include copyright protection for computer programs.
Section 101 defines "computer program," and section 117 provides
exceptions to infringement of computer programs in limited
situations."s Even before this amendment, computer programs
were always intended to\ be covered under the Act as passed in
1976.184 Both source code and object code are protectable under
17s Id. at 1249 (citing Williams Elecs., Inc. v. Artic Intl, Inc., 685 F.2d 870, 874, 215

U.S.P.Q. (BNA) 405 (3d Cir. 1982) (holding that a computer game program was fixed in the
memory device of the computer)).
'7 Id. at 2350.
178 45 F.3d 231, 33 U.S.P.Q.2d (BNA) 1629 (7th Cir. 1995).
79 86 F.3d 1447, 39 U.S.P.Q.2d (BNA) 1161 (7th Cir. 1996).
'801 Id. at 1450.
1s1See, eg., Sega Enters., Ltd. v. MAPHIA, 857 F. Supp. 679, 30 U.S.P.Q. (BNA) 1921
(N.D. Cal. 1994) (holding that computer programs stored on a hard disk infringed the rights
of a video game manufacturer); Playboy Enterprises, Inc. v. Frena, 839 F. Supp. 1552, 29
U.S.P.Q.2d (BNA) 376 (M.D. Fla. 1993) (finding infringement when computer images ofnude
women owned by Playboy were copied to a hard disk).
' Innovative Concepts in Entertainment, Inc. v. Entertainment Enters. Ltd., 576 F.
Supp. 457, 221 U.S.P.Q. (BNA) 376 (E.D.N.Y. 1983); 1 NIMMER, supra note 171, § 2.10[A],
at 2-171.
183 17 U.S.C. §§ 101, 117 (1994).
4
's The House report accompanying the 1980 amendment states:
the term "literary works' does not connote any criterion of literary merit or
qualitative value: it includes catalogs, directories, and similar factual,
reference, or instructional works and compilations of data. It also includes
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the Act."' This also holds true when the copying is of non-literal
elements."'
Tapes and hard disks are sufficiently fixed to be
deemed copies under the Act as a matter of law."8 7 In order for
software to be transferable among users, it must be stored on a
transportable medium. Currently, software is sold on floppy disks
and is installed for permanent use on hard drives."' Disk stor-

computer data bases, and computer programs to the extent they incorporate
authorship in the programmer's expression of original ideas, as distinguished
from the ideas themselves.
June M. Besek, Copyright for Software and Databases: Summary of Authorities With An
Emphasis On Current Judicial Developments, in UNDERSTANDING BASIc COPYRIGHT LAW
1996, at 221, 225 (PLI Pats., Copyrights, Trademarks, and Literary Prop. Course Handbook
Series No. 450, 1996) (quoting H.R. REP. No. 94-1476, at 54 (1976), reprinted in 1976
U.S.C.C.A.N. 5659,5667). See Nussbaum, supra note 174, at 290 (explaining that computer
programs were copyrightable based on CONTU'S recommendations).
Apple Computer, Inc. v. Franklin Computer Corp., 714 F.2d 1240 (3d Cir. 1983).
Whelan Assocs., Inc. v. Jaslow Dental Lab., Inc., 797 F.2d 1222, 230 U.S.P.Q. (BNA)
WS6
431 (3d Cir. 1986).
w7 See ProCD, Inc. v. Zeidenberg, 86 F.3d 1447 (7th Cir. 1996) (holding that information
taken from a computer CD-ROM was infringing conduct); MAI Sys. Corp. v. Peak Computer,
Inc., 991 F.2d 511, 26 U.S.P.Q.2d (BNA) 1458 (9th Cir. 1993) (finding infringement when a
computer program is loaded into RAM from a permanent storage device such as a hard disk,
floppy disk, or ROM); Triad Sys. Corp. v. Southeastern Express Co., 31 U.S.P.Q.2d (BNA)
1239, 1244 (N.D. Cal. 1994) (finding infringement of a computer operating system loaded
from a disk into a computer's RAM), rev'd in part, 64 F.3d 1330, 36 U.S.P.Q.2d (BNA) 1028
(9th Cir. 1995); ISC-Bunker Ramo Corp. v. Altech, Inc., 765 F. Supp. 1310 (N.D. Ill. 1990)
(stating that infringement occurs when programs are copied from a disk into computer
memory); Micro-Sparc, Inc. v. Amtype Corp., 592 F. Supp. 33, 223 U.S.P.Q. (BNA) 1210 (D.
Mass. 1984) (finding infringement occurred when a program was typed into a computer and
then stored on a floppy disk). See also, Michael D. McCoy & Needham J. Boddie, II,
Cybertheft: Will Copyright Law Prevent Digital Tyranny on the Superhighway?, 30 WAKE
FOREST L. REV. 169, 177-78 (1995) (defining when a work is fixed to include floppy disks,
ROM, RAM and tapes).
Ise Disk storage is also routinely used during the creation of computer software.
Computer software code, whether in the higher levels of programming code, or the lowest
levels of machine and object code, are copyrightable. Programmers write their code in
computer languages such as Pascal or "C", known as high level languages. In order for the
code to be converted into the binary one and zero format that computers operate with, it
must be translated by a program known as a compiler. The compiler converts the high level
code into the binary object code stored on the computer's hard disk. See Nussbaum, supra
note 174, at 284-85 (discussing creation of computer software). Programmers usually use
only the high level language code; this is what they keep, read, and print. Object code is
rarely viewed by humans. Notwithstanding the object code's sole existence on a computer
hard disk, it receives copyright protection under section 102(a) and is fixed in a tangible
medium of expression as a matter of law.
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age has become to computer software what pencils and paper have
always been to written literary works.'
VII. THE EXCLUSIVE RIGHTS INFRINGED BY CACHING

Section 106 of the Act grants to copyright owners an enumerated
list of exclusive rights."9 These exclusive rights include: the
right to reproduce the work in copies, to prepare derivative works,

to distribute copies to the public, to perform the work publicly, and
to display the work publicly.' 9' As these rights are exclusive, it
is improper to engage in any of the above listed activities without
an author's permission. While some authors may place their works
on-line in the form of a web page, this is not always the case.
Many sounds, digital photographs and excerpts of written literary
works may be placed on the internet without the author's permission, or even without his or her knowledge. If the section 106
rights of an author are violated when placed without authorization
on-line at a web site, then it follows that these same rights are
subsequently offended again when placed in a cache. The various
section 106 rights are affected depending upon the type of cache
that is implemented. The following
section discusses how caching
192
interferes with section 106 rights.

' It should also be noted that object code as well as other technical or binary works are
entitled to copyright protection regardless of whether they may only be understood by
machines or computers. In White-Smith PublishingCo. v. Apollo Co., 209 U.S. 1 (1908), the
Supreme Court held that piano rolls, sheets of paper that were read by a self-playing piano,
could be copied without infringing the underlying musical work because it was not in a form
in which humans could see or read it. However, Congress overruled this holding with the
1976 Act since a work shall receive copyright protection so long as it may be perceived or
reproduced, "with the aid of a machine or device." 17 U.S.C. § 102(a) (1994). See Sega
Enters., Ltd. v. Accolade, Inc., 977 F.2d 1510, 24 U.S.P.Q.2d (BNA) 1561 (9th Cir. 1993)
(holding that a work does not need to be directly accessible to humans in order to receive
copyright protection). See also, David C. Tunick, Has the Computer Changed the Law?, 13
J. MARSHALL J. COMPUTER & INFo. L. 43, 60 (1994) (discussing copyrightability of software

in non-human readable form).
190 See 17 U.S.C. § 106(1)-(5) (1994) (listing the exclusive rights of copyright owners in
their works).
191ld.

192While

this Article focuses on the present rights granted to authors under the Act,
there is currently proposed legislation to add another exclusive right to section 106. In
October 1995, a bill was proposed in Congress that would add an exclusive right of
"electronic transmission" to the list of a copyright owner's exclusive right of distribution. Ian
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A. THE RIGHT OF REPRODUCTION

Under section 106(1), an author's exclusive right of reproduction
is violated when someone reproduces the work in the form of a copy
without the author's consent.1 9 A "copy" is defined in the Act as
a "material object[]... in which a work is fixed by any method now
known or later developed, and from which the work can be
perceived, reproduced, or otherwise communicated, either directly
or with the aid of a machine or device."'" The right of reproduction can be divided into two elements, reproduction of the protected
work and a copy that is sufficiently fixed. Caches duplicate
information they retrieve from a web or FTP server. The purpose
of caches is to maintain an identical reproduction so that the
original source site does not need to be burdened with later
requests for that same information. This duplication satisfies the
reproduction requirement. The fulfillment of the second requirement of fixation is not always as obvious. The narrower issue is
whether the cached data is sufficiently fixed under the definition
of a copy for purposes of the exclusive right of reproduction under
section 106.
1. HardDisk Storage of CachedMaterials. Information is stored
in a cache in one of two ways, either on the cache's hard disk or in
RAM. 95 Hard disk caches are the easier case. When sections
101 and 106 are read together along the congressional intent, it is

C. Ballon & Heather D. Rafter, Computer Software Protection, in TECHNOLOGY LICENSING
AND LITIGATION 81, 86-87 (PLI Pats., Copyrights, Trademarks, and Literary Prop. Course
Handbook Series No. 431, 1996) (referring to S. REP. No. 104-1284 (1995); H.R. REP. No.
104-2441 (1995)).
Under this new provision, "transmission" would be defined as a
reproduction, "by any device or process whereby a copy or phonorecord of the work is fixed
beyond the place from which it was sent." Id. This proposed legislation would make it a
civil violation for anyone to place material into a computer's RAM that is copyrighted. James
H. Wyman, Freeing the Law: Case Reporter Copyright and the Universal Citation System,
24 FLA. ST. U. L. REV. 217, 258 n.309 (1996). See McCoy & Boddie, supra note 187, at 19293 (discussing proposed amendments to the Copyright Act to include adding "distribution of
transmission" as a form of publication).
93 17 U.S.C. § 106(1).

'Id. § 101.

1" While most cached data is stored on hard disks, some browsers and caches store

particular files in random access memory, either because they are so frequently demanded
or small in size. Additionally, some browser caches only use RAM because of the limitations
on the size of the user's hard disk.
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clear that physical computer disk storage was anticipated as one
method of fulfilling the fixation requirement under the Act. In
1974 the National Commission on New Technological Uses of
Copyrighted Works (CONTU) was created by Congress to revise the
copyright laws.'" In developing national policies for protecting
copyright works and ensuring public access to them, CONTU
addressed issues affecting these interests when they are used in

computer and machine duplication systems.' 97 In addition to
proposing amendments to the Act, CONTU took a position on

computer copies. 98 It was the commission's belief that the
definitions of "copies" and "fixed" should be read together to
produce the result that, "because works in computer storage may
be repeatedly produced, they are fixed and, therefore, are copies."199 CONTU also provided examples to demonstrate distinctions of how copies of computer software may be made."o Put
simply by CONTU, "the placement of a copyrighted work into a

'" NATIONAL COMMISSION ON NEW TECHNOLOGICAL USES OF COPYRIGHTED woRKs, FINAL

REPORT 1, 8 (1978) [hereinafter CONTU].
' Id. at 5-6.
"m CONTU recommended that section 101 be amended to add the definition of a
"computer program" and that section 117 be entirely rewritten to provide for limitations on
the exclusive rights of computer programs. Id at 29-31.
199Id. at 55 (footnote omitted). When the definitions of "copies" and "fixed* are read
together, according to CONTU, "[c]opies are material objects.., in which a work is fixed
A work is 'fixed'.. . when its embodiment in a copy ... is sufficiently permanent or
....
stable to permit it to be perceived, reproduced, or otherwise communicated for a period of
more than transitory duration." Id. See Tunick, supra note 189, at 58 (explaining that
inputting a copyrighted work into a computer is the preparation of a copy).
2w In its argument that magnetic storage of computer software is infringement, CONTU
presented situations where fixing the same work on paper makes no distinction at all:
A computer program may be misappropriated in a variety of ways. In the
first and most straightforward instance, the program listing or the programmer's original coding sheets might be photocopied, which would clearly be an
infringement. The unarguably copyrightable writing has been taken. But,
what if the program, rather than being recorded on paper, is recorded on
magnetic tape or disk? If the tape is used without authorization to produce
a printed human-readable version of the again an infringement has occurred.
Should the result be different if the tape is copied? That copy may still be
used to prepare a printed version at will. There is a one-to-one correspondence between the printed characters on paper and the magnetized areas of
the tape. The tape is simply a version of the program from which a humanreadable copy may be produced with the aid of a machine or device.
CONTU, supra note 196, at 55-56.
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computer... is the preparation of a copy. " "
Case law on the issue of storage onto computer hard disks has
been addressed above in the discussion of the proper subject matter
of copyright protection. 2 It only follows that if the original
storage of files on a hard disk is sufficiently fixed to give the work
copyright protection, then duplication and subsequent storage on
the same type of medium is likewise fixed for purposes of a copy.
Fixation is only defined once in the Act, and it applies in both
contexts.
One last challenge to the "copies" and "fixation" requirements is
whether cached material is stored for more than a transitory
period. From one perspective, if the medium of storage is considered in the abstract, it only matters how long the medium is
capable of holding the work. Fixation is satisfied since magnetically stored materials can be held for virtually infinite periods. The
other view is that because the cache automatically removes the
data at predetermined time intervals based on staleness, it is for
a transitory duration. However, it seems unconventional to make
the pivotal issue how long the data is actually kept in the medium,
rather than how long it could last there undisturbed. This is
important to caches because some files may be cached for only a
matter of minutes and others for weeks. A California district court
has specifically addressed this issue; the court held that a computer
disk drive is a sufficiently fixed medium even if the copy is only in
existence for eleven days. 3 The court's reasoning was that the
data was fixed from the moment data was placed on the drive.2" 4
Removal was a subsequent act and therefore, not dispositive. No
distinction is placed on the amount of time that protected information remains in a medium that is capable of fixation the moment it
is stored.
The fixation requirement is satisfied since computer disks are a
form of magnetic storage. Mirror sites also use hard disks to make
duplicates of other hard drives of other web servers. These two
01

' d. at 55.
' See supra Part VI (discussing fixation requirement of cached materials).
20
Religious Tech. Ctr. v. Netcom On-Line Communication Serv., Inc., 907 F. Supp. 1361,
1368, 37 U.S.P.Q.2d (BNA) 1545 (N.D. Cal. 1995) (finding that copies of Usenet postings on
a computer hard disk were sufficiently fixed even ifjust stored for eleven days).
NId.
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types of caches violate the section 106 exclusive right of reproduction each time a file is stored without the permission of the author.
2. The Storage of Cached Materials in RAM. The determination
of the point of fixation when cached information is stored solely in
RAM has only recently been clarified. Unlike computer hard disks,
information is stored in RAM in the form of electrical impulses
representing zeros and ones. Rather than being magnetic, the
movement and existence of electrons represent the cached data.
Because of RAM's volatility, the computer must always be on and
providing power to the RAM chips. The electrons remain in RAM
only as long as the computer's other circuitry provides support to
the RAM chips in a procedure known as refreshing. However,
while RAM is relatively sensitive compared to other forms of
storage, information in RAM remains intact for as long as the
computer is left running.
The most significant holding on this issue is from the Ninth
Circuit which opined that computer RAM is sufficiently permanent
or stable to satisfy the definition of a "copy." In MAI Systems Corp.
v. Peak Computer, Inc.,25 MAI manufactured computers and
wrote software to run on its systems." e The defendant, Peak,
performed routine computer maintenance for MAI's customers.
MAI filed suit against Peak raising various claims including
copyright infringement. Particularly, MAI's infringement argument
rested on an agreement between MAI and its customers. The
agreement provided that only the contracting customers were
authorized to use the computer software. Any third party use of
the software was prohibited by the agreement. 0 7 When Peak's
employees serviced the computers, the mere act of turning on the
computer, which caused the computer software operating system to
be loaded into RAM, constituted a copy in violation of MAI's
copyright protections.0 8 Peak's defense rested on the position
that copying software into RAM does not constitute a "copy" under
the Act.

209

2D 991 F.2d 511 (9th Cir. 1993).

at 513.
Id. at 517.
=a Id.
2wId.
2N

2Id.
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In addressing this case of first impression, the court made its
conclusions based on the characteristics of RAM, that it "can be
'perceived, reproduced, or otherwise communicated.' '21o The
court based its holdings on three sources. First was the holding in
Vault Corp. v. Quaid Software Ltd., in which the Fifth Circuit held
that loading a program into a computer's memory creates a copy of
the program.2 1 1 The court also looked to Nimmer on Copyright 1 2 and CONTU's report.2 1 It was the court's belief that

RAM was a natural extension of the Act as it had pertained to
ROM and hard disk storage in the past. This holding has been
followed by several courts despite the criticism it has received. 214
Another view taken by courts is that the work is fixed if stored
somewhere in the computer. In Stern Electronics, Inc. v. Kaufman,215 the issue presented was whether works that appeared
solely on a computer screen in the context of a video game were
sufficiently fixed in a tangible medium of expression.2 16 While it

210MAI

Sys., 991 F.2d at 519 (citing 17 U.S.C. § 101).
(citing 847 F.2d 255, 260 (5th Cir. 1988)).
2 NIMMER, supra note 171, § 8.08, at 8-113 (following CONTU's report which provides

211Id.
2

that putting a program into a computer entails the preparation of a copy).
211 See supra note 201 and accompanying text (discussing CONTU and explaining that
placing
a copyrighted work into a computer is the preparation of a copy).
214
See Triad Sys. Corp. v. Southeastern Express Co., 64 F.3d 1330,36 U.S.P.Q.2d (BNA)
1028 (9th Cir. 1995) (following MA! Sys. to hold a computer service organization liable for
providing maintenance); NLFC, Inc. v. DEVCOM Mid-America, Inc., 45 F.3d 231 (7th Cir.
1995) (holding that loading computer software into a computer constitutes the creation of a
copy); Roeslin v. District of Columbia, 921 F. Supp. 793, 38 U.S.P.Q.2d (BNA) 1906 (D.D.C.
1995) (following the principal that placement or loading of a copyrighted program into a
computer constitutes copying); Advanced Computer Serva. v. MAI Sys. Corp., 845 F. Supp.
356, 30 U.S.P.Q.2d (BNA) 1443 (E.D. Va. 1994) (holding that RAM satisfies the fixation
requirement for copies under the Act under similar facts as MAI Sys.); Jane C. Ginsburg,
Putting Cars on the 'Information Superhighway": Authors, Exploiters, and Copyright in
Cyberspace, 95 COLUM. L. REV. 1466, 1476 n.39 (1995) (setting forth cases and journal
articles that discuss whether loading a work into ROM entails making a copy). But see
Ronald S. Katz & Janet S. Arnold, MAI v. Peak: An Unprecedented Opinion with Sparse
Analysis, 10 COMPUTER LAWYER 18 (May 1993) (explaining that the act of turning on the
computer causes a copy of the operating system to be made in the computer's RAM); Carol
G. Stovsky, MAI Systems Corp. v. Peak Computer, Inc.: Using Copyright Law to Prohibit
Unauthorized Use of Computer Software, 56 OHIO ST. L.J. 593 (1995) (explaining
circumstances under which copying of computer software is required so that it may be used).
215 669 F.2d 852, 213 U.S.P.Q. (BNA) 443 (2d Cir. 1982).
216 Id.
According to another author, the MAI Sys. holding is nothing more than an
analogy to holding a mirror up to the pages of a book. As long as the mirror is making a
reflection of the book's pages, an infringing copy exists. Jessica Litman, The Exclusive Right
to Read, 13 CARDOZO ARTs & ENT. L.J. 29, 42 n.63 (1994). See also, Loundy, supra note 85,
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was not an issue that the computer code for the game, which was
stored in ROM, was sufficiently fixed, the defendant attempted to
distinguish the code from the screen images. The defendant argued
that since video games produce uniquely different screens and
sequences for each game player, they only existed on the game's
screen and not fixed in the ROM.2 17 The court gave fixation a
broad definition, holding that all portions of the program, stored in
memory or any other devices within the game, were fixed for
purposes of the act.21 Under this interpretation, the information
is sufficiently fixed as long as it is contained within any physical
component of the computer. This case has been followed by several
courts which have held that works which may be perceived from
memory devices with the aid of a computer's components are
sufficiently fixed.2 19 With such a liberal interpretation of fixation,
RAM is a physical component of every computer, satisfying the
section 101 definition of fixation.
While a look at the legislative history is not as helpful as one
would hope, the passage of section 117, which places limitations on
the exclusive rights of computer program copyrights, must have
contemplated that loading a computer program into RAM is a
"copy." CONTU's report addressed the issue of memory broadly
and with less clarity than the issue of magnetic storage.2 20 In a

at 11-12 (explaining that transitory duration may constitute fixation).
217 Stern Elecs., 669 F.2d at 855-56.
IsId. at 856.
...
Williams Elecs., Inc. v. Artic Intl, Inc., 685 F.2d 870, 874 (3d Cir. 1982) (holding that
the video game "Defender" was sufficiently fixed in a tangible medium of expression for
purposes of copyright protection); Midway Mfg. Co. v. Drikschneider, 543 F. Supp. 466, 214
U.S.P.Q. (BNA) 417 (D. Neb. 1981) (holding that video games were copyrightable as
audiovisual works and fixed in printed circuit boards); Atari, Inc. v. Amusement World Inc.,
547 F. Supp. 222, 226, 215 U.S.P.Q. (BNA) 929 (D. Md. 1981) (holding that a video game's
printed circuit board is clearly a medium of expression).
' While CONTL~s report states that a program copied'into a computer's memory still
exists in a format from which a human-readable version may be produced and duplicated,
no distinctions were made between volatile and nonvolatile memory. CONTU, supra note
196, at 55. CONTU believed that present technology requires that some fixation
accompanies the creation of computer software, whether in the form of print outs or disk
storage. However, it anticipated that should users acquire the ability to enter information
into a computer orally, perhaps through microphones and speech recognition software, this
data may go straight into memory in a piece-meal fashion. CONTU was not ready to decide
whether fixation is satisfied in such instances, but rather, "[s]hould [such] a line need to be
drawn to exclude certain manifestations of programs from copyright, that line should be
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contrary position, the legislative House Report states that "the
definition of 'fixation' would exclude from the concept purely
evanescent or transient reproductions such as those projected
briefly on a screen, shown electronically on a television or other
cathode ray tube, or captured momentarily in 'memory' of a
computer" 221 Notwithstanding these two positions, section 117
exempts individuals from liability for making copies of computer
programs if the copying is an essential step in the utilization of the
programs in conjunction with the computer running them. 222 The
purpose behind section 117 was to permit users with lawfully
obtained computer programs to load them onto their computers
without any concerns that they would be violating the author's
exclusive rights. In order to use a computer program, it must be
loaded from the computer disk into RAM. Computers use RAM as
intermediary storage to run programs. As recognized by the Fifth
Circuit in Vault Corp. v. Quaid Software Ltd.:
[blecause the act of loading a program from a medium
of storage into a computer's memory creates a copy of
the program, the CONTU reasoned that, "[o]ne who
rightfully possesses a copy of a program ... should be
extent
provided with a legal right to copy it to that
223
which will permit its use by [that] possessor."
Under this legislative interpretation, information stored in RAM
meets the requirements of a "copy" for purposes of section 106.
B. THE RIGHT OF DISTRIBUTION

...

Section 106 provides for the exclusive right to "distribute copies
of the copyrighted work to the public by sale or other transfer

drawn on a case-by-case basis by the institution designed to make fine distinctions--the
federal judiciary.' Id. at 57.
" Elkin-Koren, supra note 33, at 353 (quoting H.R. REP. No. 94-1476, at 53 (1976),
reprinted in 1976 U.S.C.CA.N. 5659, 5666). See John Gastineau, Note, Bent Fish: Issues
of Ownership and Infringement in Digitally Processed Images, 67 IND. L.J. 95, 108 n.91
(1991) (referring to the House Report's discussion of fixation).
2 17 U.S.C. § 117 (1994).
n3 847 F.2d 255, 260 (5th Cir. 1988) (quoting CONTU, supra note 196, at 31).
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of ownership."2 2' This is considered the right to control a work's
publication. 2 5 Publication can occur when only one member of
the public receives a copy of the copyrighted work.226 More
objectively, the work must be offered to7 the public in general and
not directed at any particular person.2
The issue was first addressed in the context of individuals
placing works on-line for other users to download. In Playboy
Enterprises, Inc. v. Frena, s Playboy sued the operator of a
computer bulletin board, or BBS.2
The defendant placed
protected works on-line in the form of photographs belonging to the
plaintiff.20 The plaintiff alleged violations of its exclusive rights,
including the exclusive right of public distribution. Following
section 106, the court found that this right had been violated.
Playboy is significant to the issue of file caching because cache
servers are very similar in their operation to computer bulletin
boards. They store a large number of files which are copied and
then sent to any user that requests them. By placing cache servers
on the internet, they are accessible to any of the millions of users
connected to the internet. As a consequence, a public distribution
is made the first time a cached file is hit.
The Playboy court focused on another point of law that is
controlling on file caching. The court found that "[iut does not
matter that the defendant Frena claims he did not make the copies
itself."" 1 The fact that the computer was controlled by users and
followed the instructions given by them is not relevant. While
caches copy the information to their hard disks, they are only
distributed upon the request of a user. Under this rationale, the
17 U.S.C. § 106(3).
2 NIMMER, supra note 171, § 8.11[A], at 8-135.
Id. at 8-136 (citing Ford Motor Co. v. Summit Motor Prods., Inc., 930 F.2d 277, 300,
18 U.S.P.Q.2d (BNA) 1417 (3d Cir. 1991)).
2 1d. at n.46.
839 F. Supp. 1552 (M.D. Fla. 1993).
A computer bulletin board is a computer set up to receive telephone calls and connect
with other users' computers. Once connected, a user can send and receive files, read
messages, and view on-line information. The success of computer bulletin boards comes from
the ability of multiple users to share information in these on-line forums. Information sent
to the BBS by one user, whether in the form of a computer file or a message, can be received
by other users who subsequently connect to the BBS.
" Id. at 1554.
2 1 d. at 1556.
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cache server operator is liable even though the copies are made
automatically and done solely at the request of a user.
Another court has rejected this argument. In Religious Technology Center v. Netcom On-line Communication Services, Inc., 2 3 2 the
district court was not convinced that "the mere possession of a
digital copy on a BBS that is accessible to some members of the
public constitutes infringement." 233 Only the user requesting the
file be sent should be liable for causing the distribution. The
distinction drawn was that BBSs merely store and pass along
information to others and do not cause the work to be distributed.2 ' In Netcom, one of the defendants was an internet service
provider (ISP).
Like ISPs, cache servers are conduits between
two points on the internet. Regardless of message content, it
passes through the cache and is stored if it will aid in network
efficiency. This issue of control was dispositive in distinguishing
the case from Playboy."
According to the Netcom court, a
different construction of section 106 would be broad, unreasonable,
and serve no purpose.2 7
C. THE RIGHT OF PUBLIC DISPLAY

The exclusive right of public display granted in section 106
means to "show a copy of [the work], either directly or by means of
a ... television image, or any other device or process.
Legislative history includes: "the projection of an image on a screen
or other surface by any method, the transmission of an image by
electronic or other means, and the showing of an image on a
cathode ray tube or similar viewing apparatus connected with any

' 907 F. Supp. 1361, 1372 (N.D. Cal. 1995).
m Id. at 1372.
n4 Id.
' ISPs provide access to the internet to users at home. Most people do not have a direct
connection to an internet line. For access, they use computers with modems to dial into an
ISP's computer which then provides the internet connection. In essence, ISPs may be viewed
as a conduit between the end user at home and the internet. Id. Information between the
internet and the user passes through the ISP's computers and is only stored there until the
packets have been transported to either side.
WId.
Netcom, 907 F. Supp. at 1372.
2 17 U.S.C. § 101 (1994).
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sort of information storage and retrieval system." 239 The Playboy
court also addressed whether the defendant's infringing conduct
violated Playboy's exclusive right of public display. The court
focused on the definition of "public display."2 40
Section 101
defines "public display" as "to... display it at a place open to the
public or at any place where a substantial number of persons
outside of a normal circle of a family and its social acquaintances
is gathered."2 4 1
The court found the files on the BBS to be a public display
because the persons who had access to those files were not just the
defendant's family. Using an analysis similar to that employed in
rejecting a violation of the right of distribution, the Netcom court
rejected any violation of the public distribution rights and refused
to follow this part of the Playboy holding as well.242 However,
both courts failed to address the other issues of the public display
rights. While cache servers are available on-line to the general
public, it is questionable whether they are displaying any works.
If section 101 is interpreted literally, cache servers are not
displaying any information. They are simply sending stored
information to a user. It is sent in a non-human readable form. In
order for a user to view the file, it must be loaded into a viewing
program. No images or works are viewable from the cache server.
This same argument applies to mirror servers as well.
Unlike cache servers, browser caches meet the section 101
definition. Browsers with built-in caches not only store files but
also have the responsibility of displaying them when requested to
do so by a user. Browser caches make a copy of the retrieved
information and display it on the screen at a later time. Fortunately, while the "display" definition is satisfied, the "public display"
requirement fails. Computers with browser software are usually
utilized by individuals either at home or at work. If used at home,
the browser is displaying the work to only a few persons that are

' Playboy, 839 F. Supp. at 1556 (quoting H.R. REP. No. 94-1476, at 64 (1976), reprinted
in 1976 U.S.C.C.A.N. 5659, 5677).
20
241
2

Id. at 1556.

17 U.S.C. § 101.

'2 Netcom, 907 F. Supp. at 1372.
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either family members or social acquaintances. Viewings of this
nature are not public for purposes of section 106.
Although an unusual distinction, browser caches used at home do
not violate the section 106 right of public display. Browsers used
elsewhere do. Computers connected to the internet running
browser caching software may be used at offices, coffee houses, or
other places providing public access. A computer at the office may
be available to a substantial number of persons outside of family
and social acquaintances. While it is arguable that only one or two
individuals ever use a computer at the same time, the public
display requirement is not based on this meaning. In order for a
place to be open to the public, "[ilt does not require that the public
place be actually crowded with people. A telephone booth, a taxi
cab, and even a pay toilet are commonly regarded as 'open to the
public,' even though they are usually occupied only by one party at
a time."'
Accordingly, browser caches operating on publicly
accessible computers are displaying protected works publicly.
D. THE RIGHT OF PUBLIC PERFORMANCE

Section 101 also gives authors the exclusive right to perform
their copyrighted works publicly.2 " Performance is defined as "to
recite, render, play, dance, or act it, either directly or by means of
any device or process or, in the case of a motion picture or other
audiovisual work, to show its images in any sequence or to make
the accompanying sounds audible."24 This is distinguished from
the right of public display which requires a still picture or other
single image.24 Presently, motion pictures and other such works
are not likely to be cached because of the amount of disk space they
require. The most likely file type to create an issue of the violation
of this exclusive right is that of musical works cached in the form

' Columbia Pictures Indus., Inc. v. Aveco, Inc., 800 F.2d 59,63,230 U.S.P.Q. (BNA) 869
(3d Cir. 1986) (holding that a video store which has movie viewing rooms violates the public
performance rights of the author even though the rooms are limited to a small number of
people at a time).
2"17 U.S.C. § 106(5).
'"2 NIMMER, supra note 171, § 8.20[A], at 8-278.
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of sound files. The impact of file caching on this exclusive right is
given the same analysis as that given to the right of public display
in such cases.2 '
VIII. THE CASE OF COPYRIGHT INFRINGEMENT
A. A PRIMA FACIE CASE OF INFRINGEMENT

One of the easier elements of a case against caching is proving
infringement. To establish infringement the plaintiff must prove
two things, ownership of a valid copyright and copying by the
defendant.'
Ownership is a matter of registration for the
plaintiff, which may be undertaken at anytime prior to filing
suit."9 Copying by the defendant can be proven by direct
evidence or inferred when the defendant had access to the copyrighted work and the accused work is substantially similar to the
copyrighted work.'
The nature of file caching requires that the
issue of copying be stipulated. In order for caches to work successfully, the files must be copied identically. Unlike the issues of
copyrightable subject matter and violations of the exclusive rights,
infringement is one facet of the case that should go uncontested.

"
See infra Part VII.C (discussing right of public display). For a discussion of
performance rights and the Digital Performance Right in Sound Recordings Act of 1995, see
Weiss, supra note 164, at 408-09. See also, Loundy, supra note 85, at 15-23 (discussing
performance and display rights).
m Atari, Inc. v. North American Philips Consumer Elecs. Corp., 672 F.2d 607,614, 214
U.S.P.Q. (BNA) 33 (7th Cir. 1982); 3 NIMMER, supra note 171, § 13.01 at 13-5 (1996).
"9Section 411(a) provides that, except in actions brought by foreign authors under the
Berne Convention, "no action for infringement of the copyright in any work shall be
instituted until registration of the copyright claim has been made .... " 17 U.S.C. § 411(a)
(1994).
2" Atari, 672 F.2d at 614; Warner Bros., Inc. v. American Broadcasting Cos., Inc., 654
F.2d 204, 207, 211 U.S.P.Q. (BNA) 97 (2d Cir. 1981). For further discussion of infringement,
see Tsu-Man Peter Tu, Note, COPYRIGHT--Computer Software Copyright Infringement-Three-Step Test for Substantial Similarity, Involving Abstraction, Filtration, and
Comparison, Should Be Applied in DeterminingWhether ComputerSoftware CopyrightHas
Been Infringed-ComputerAssocs. Intl v. Altai, Inc., 982 F.2d 693 (2d Cir. 1992), 25 SETON
HALL L. REv. 412 (1994).
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B. DAMAGES

A defendant may be held liable for damages regardless of
whether the file caching is a benefit to the operation of the
internet. The same is also true whether the author of the protected
work suffered any actual injury by the infringement. Aside from
the actual damages available to a prevailing plaintiff, an election
to receive statutory damages can be made any time before final
judgment."' An author is entitled to not less than $500 and up
to $20,000, as the court may deem just, for each work that is
copied. 2 Under current law, there is no innocent infringement;
a defendant is liable to the plaintiff for damages even if the
infringement was harmless.'
Statutory damages are calculated
per work and not per copy. The court may also, in its discretion,
award costs to the prevailing party as well as attorney's fees in
certain cases. 2 4
Statutory damages may be increased to up to $100,000 for willful
infringement.'
The willfulness requirement of section 504 is
interpreted as meaning that the infringer either knew the conduct
was an infringement or acted with a reckless disregard of the
copyright owner's rights.'
The acts do not need to be committed

2" 17 U.S.C. § 504(cX1). While civil remedies are frequently used, copyright infringement
can also result in criminal prosecution. Id. § 506 (setting forth criminal offenses for
copyright infringement, fraudulent conduct, and forfeiture in specific cases); 3 NIMMER, sUpra
note 171, §§ 15.01-.05 (discussing criminal infringement, false representation, wrongful
importation and other criminal offenses); McCoy & Boddie, supra note 187, at 189
(explaining when criminal penalties may be assessed).
2m 17 U.S.C. § 504(cXl).
It should be noted that copyright registration is a prerequisite to receiving statutory
damages. See 17 U.S.C. § 409.
' Id. § 505. While attorney's fees are not a matter of right, the requirement for such an
award requires less than a showing of willful infringement. In Design v. K-Mart Apparel
Corp., 13 F.3d 559, 568, 29 U.S.P.A.2d (BNA) 1356 (2d Cir. 1994). According to Nimmer,
"the fact that a defendant has been held liable for infringement necessarily means the
defendant is blameworthy.* 3 NIMMER, supra note 171, § 14.10[D], at 14-126. This being
the case, it may not be of any assistance to the operator of a web server that the system was
automated and there was no knowledge of which particular files embodied a copyright notice.
Furthermore, the argument that the operator could not have known because of the
impossibility of checking the voluminous amounts of information passing through the cache
each day is irrelevant.
17 U.S.C. § 504(cX2).
Video Views, Inc. v. Studio 21, Ltd., 925 F.2d 1010, 17 U.S.P.Q.2d (BNA) 1753 (7th
Cir. 1991).

'
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maliciously. 21 7 One must consider whether a cache operator is
liable for willful infringement. The cache runs automatically and
retrieves enormous quantities of documents. There is no opportunity for any file's copyright notice or registration to be confirmed.
Consequently, unless the cache operator is personally informed by
an author, there truly is no reasonable way of making a determination on a file-by-file basis.
Under the principle of a reckless disregard for the copyright
owner's rights, information in the header can provide the cache
with notice that information should not be cached. As discussed
earlier, a "do not cache me" directive placed in the header of a file
informs the cache not to store the data. This technology demonstrates an ability of copyright holders to express their wishes;
disregard could be deemed reckless.
Another copyright remedy provision permits an author to seek
injunctive relief in addition to monetary damages.'
This relief
is granted either in the form of a preliminary injunction or as part
of the final judgment. If preliminary injunctive relief is sought, it
does not necessarily follow that the cache must be completely shut
down. The complaining party must establish four requirements:
first, that it has a substantial likelihood of prevailing on the merits;
second, that it will suffer irreparable injury if it is denied the
injunction; third, its threatened injury outweighs the injury that
the opposing party will suffer under the injunction; and fourth, an
injunction would not be adverse to the public interest. 2 9 The
plaintiff can easily show that copying has occurred with injury to
his rights by the public distribution. However, the latter two
elements lean in favor of the cache operator. Essential to the cache
server's defense is that the operator has the ability to determine
what information is cached. The cache software could be reprogrammed or configured to disregard a particular file or even all

' Broadcast Music, Inc. v. Xanthas, Inc., 855 F.2d 233, 8 U.S.P.Q.2d (BNA) 1254 (5th
Cir. 1988) (holding that a jukebox operator's acts were willful when he knew of the
registration requirements for a compulsory license, but refused to pay due to an inability to
afford the fees).
17 U.S.C. § 502.
= Country Kids 'N City Slicks, Inc. v. Sheen, 77 F.3d 1280, 1283, 38 U.S.P.Q.2d (BNA)
1017 (10th Cir. 1996); Kern River Gas Transmission Co. v. Coastal Corp., 899 F.2d 1458,

1462, 14 U.S.P.Q.2d (BNA) 1898 (5th Cir. 1990).
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data originating from an entire domain. This voluntary cooperation
by the cache operator diminishes the harm to the plaintiff because
even though the cache is still operating, the author's files are no
longer being copied. Additionally, the harm to the public is severe.
This remedy could have grave consequences to the operation of the
internet. With file caching reduces network traffic by at least forty
percent, such a court order could be far reaching. It should be
argued that granting such a remedy not only harms the cache
operator, but consequently, every user of the internet.
A permanent injunction may be attained by a prevailing plaintiff
as a part of the court's final judgment if it is reasonable to prevent
or restrain infringement.'
The end result of infringement
litigation would be ineffective if future infringement could not be
proscribed. Courts should issue permanent injunctions when
liability has been established and there is a threat of continuing
violations."" However, such an injunction can achieve its goal of
preventing future infringement of the plaintiff's works without
shutting down the entire cache. Shutting down an entire internet
caching scheme is not necessary as discussed above under the
preliminary injunction analysis.

IX. AFFIRMATVE DEFENSES
The conclusion reached so far is that information stored in a
cache is the proper subject matter of the Act under section 102, but
it also interferes with the exclusive rights of the author provided in
section 106. Accordingly, there is liability unless the activity is
saved by an affirmative defense. Three affirmative defenses are
potential candidates for cache operators: fair use, the section 117
computer program exception, and a theory of implied license. A
distinction regarding who commits the first instance of infringement is worth considering before these defenses are presented.
Works are placed on the internet either by the author or a
potential infringer. In the first case, it is the author who personal-

17 U.S.C. § 502(a).
NFL v. McBee & Bruno's, Inc., 792 F.2d 726, 732, 230 U.S.P.Q. (BNA) 30 (8th Cir.
1986). See 3 NIMMER, supra note 171, § 14.06[B], at 14-114 (discussing permanent
injunctions).
20
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ly creates the web pages and places his work on-line. This may
also be accomplished by another acting at the author's direction.
The work is placed on-line lawfully, and the cache is committing
the first act of infringement. In the second instance, a work is
placed on-line without the author's permission. An example of this
conduct is the copying of an article from a local newspaper and
placing it on a web page without the permission of the owner.
Infringement has occurred by the author of the web page, and the
cache is committing a subsequent infringing act. As will be
demonstrated, different defenses are more likely to be successful
depending upon the categorization of the caching activity.
A. FAIR USE

The doctrine of fair use, which has been around for 200 years, is
an affirmative defense to copyright infringement.2" Its application by the courts has often created unpredictable results. Within
a two year period, the Supreme Court ruled that the use of a video
cassette recorder to tape live television shows for later viewing was
a fair use, while the copying of 300 words from a 200,000 word
unpublished manuscript was not.'
Aside from being an equitable doctrine, fair use has been codified into the Act and permits
infringement for purposes including criticism, comment, news
reporting, teaching, scholarship, or research.2" The application
of section 107 requires a case-by-case determination whether a use
is "fair use."2" Four factors are used to determine whether an

June M. Besek, Recent Developments in Fair Use Under the Copyright Act, in RECENT
DEVELOPMENTS IN FAIR USE UNDER THE COPYRIGHT ACT 347, 349 (PLI Pats., Copyrights,
Trademarks, and Literary Prop. Course Handbook Series No. 453, 1996). See generally,
WILLIAM F. PATRY, THE FAIR USE PRIVILEGE IN COPYRIGHT LAW (2d ed. 1995).
' Compare the Supreme Court's holding in Sony Corp. of America v. Universal City
Studios, Inc., 464 U.S. 417, 220 U.S.P.Q. (BNA) 665 (1984), with the Court's holding in
Harper& Row, Publishers,Inc. v. National Enters., 471 U.S. 539, 225 U.S.P.Q. (BNA) 1073
(1985). See, Jay Dratler, Jr., Distilling the Witches' Brew of Fair Else in Copyright Law, 43
U. MIAMI L. REv. 233, 234 (1988) (discussing the conflicting Supreme Court rulings).
2" 17 U.S.C. § 107 (1994). See also, THORNE D. HARRIS III, THE LEGAL GUIDE TO
COMPUTER SOFTwARE PROTECTION: A PRACTICAL HANDBOOK ON COPYRIGHTS, TRADEMARKS,
PUBLISHING, AND TRADE SECRETS 72 (1985).
' In enacting section 107, Congress did not intend to alter the common law. "This

approach was 'intended to restate the present judicial doctrine of fair use, not to change,
narrow, or enlarge it in any way.'" Harper& Row, 471 U.S. at 549 (quoting H.R. REP. No.
94-1476, at 66 (1976), reprintedin 1976 U.S.C.CAN. 5659, 5680).
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otherwise infringing work is entitled to fair use protection: the
purpose and character of the work, the nature of the copyrighted
work, the amount and substantiality of the portion used in relation
to the entire copyrighted work, and the effect upon the potential
market or value of the original work.'
Several cases have
interpreted each of the four factors, and have left open the
opportunity for courts to apply equitable considerations in unusual
cases.
1. The FourFactors. The first factor, the purpose and character
of the use, pertains to whether the infringer's use is for noncommercial purposes.26 Traditionally, a presumption arose that a
work made for a commercial purpose weighs against a finding of
fair use.2 There was concern that this factor could swallow the
entire fair use doctrine exception since many fair uses can be
deemed commercial. Two fair uses believed to be in jeopardy were
television news reportings and criticisms. Recognizing this concern,
in 1994 the Supreme Court clarified this issue and opined that the
commercial nature of a work will not bar a finding of fair use. 269
However, the commercial nature of the infringer's use leans in
favor of the copyright holder if the duplication is for financial
exploitation.27

20

Section 107 provides:
In determining whether the use made of a work in any particular case is a
fair use the factors to be considered shall include(1) the purpose and character of the use, including whether such use
is of a commercial nature or is for nonprofit educational purposes;
(2) the nature of the copyrighted work;
(3) the amount and substantiality of the portion used in relation to the
copyrighted work as a whole; and
(4) the effect of the use upon the potential market for or value of the
copyrighted work.

17 U.S.C.
§ 107.
267 Harper & Row, 471 U.S. at 562; Sega Enters. v. Accolade, Inc., 977 F.2d 1510, 1522
(9th Cir. 1993).
2
" Harper & Row, 471 U.S. at 562.
Campbell v. Acuff-Rose Music, Inc., 510 U.S. 569 29 U.S.P.Q.2d (BNA) 1961 (1994)
(holding that the defendant's commercially available parody of Roy Orbison's song "Oh,

Pretty Woman" was a fair use and immune from infringement). See Besek, supra note 262,
at 358 (discussing commerciality in fair use analysis).

o See Roy Export Co. v. CBS, Inc., 503 F. Supp. 1137, 1144, 208 U.S.P.Q. (BNA) 580
(S.D.N.Y. 1980), affd, 672 F.2d 1095, 215 U.S.P.Q. (BNA) 289 (2d Cir. 1982) (finding that
commercial purpose of CBS' use negates a fair use defense).
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The second factor looks at the nature of the work to determine
the amount of protection it is entitled to receive. The copyright
laws are intended to protect an author's expression without
creating a monopoly over the ideas being expressed." 1 The use
of facts deserves greater dissemination without the concern of
liability than works that are truly original, such as fantasy and
fiction.2 72 Consequently, there is a greater likelihood of a finding
of fair use when a work contains only slight creativity.
The third factor rests on the amount of the protected work taken
by the infringer. The portion used is measured in terms of both
qualitative and quantitative amounts. A finding of fair use may be
denied if too much of the protected work is actually copied and used
by the infringer. However, even a slight taking has been found to
be sufficient to support a denial of the fair use defense.273 One
court has held that "a small degree of taking is sufficient to
transgress fair use274if the copying is the essential part of the
copyrighted work."

The last factor, addressing the commercial impact of the use on
the copyright holder, has been considered the most important
factor.2 75 This factor is given heavy consideration to assure that
the application of fair use does not "impair materially the marketability of the copied work."27 6 When balancing this fourth factor,
the courts must determine whether widespread availability of the
infringer's use will displace the market for the original protected
work. This concern includes harm to the market not only for the
protected work, but for any derivative works.27 7 The copyright

71 Baker v. Selden, 101 U.S. 99 (1879) (denying copyright protection to blank account
books).
' Harper & Row, 471 U.S. at 563 (citing Robert A. Gorman, Fact or Fancy? The
Implicationsfor Copyright, 29 J. COPYRIGHT Soc. 560, 561 (1982)).
' See Meeropol v. Nizer, 560 F.2d 1061, 195 U.S.P.Q. (BNA) 273 (2d Cir. 1977) (holding
that the taking of one percent of the protected work was still sufficient for a finding of
infringement notwithstanding the asserted fair use defense); Roy Expert Co., 503 F. Supp.
at 1145 (finding infringement and no fair use of fifty-five seconds copied from a one hour and
twenty-nine minute film).
' Cable/Home Communication Corp. v. Network Prods., Inc., 902 F.2d 829, 844, 15
U.S.P.Q.2d (BNA) 1001 (11th Cir. 1990).
275 1d at 845; Playboy Enters., Inc. v. Frena, 839 F. Supp. 1552, 1558 (M.D. Fla. 1993).
27
6 Playboy Enters., Inc., 839 F. Supp. at 1558 (citing Cable/Home CommunicationCorp.,
902 F.2d at 845).
' Campbell v. Acuff-Rose Music, Inc., 510 U.S. 569,573 (1994); Twin Peaks Prods., Inc.
v. Publications Intl, Ltd., 996 F.2d 1366, 1377, 27 U.S.P.Q.2d (BNA) 1001 (2d Cir. 1993).
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owner may demonstrate market harm with evidence that he would
have had significantly higher revenues from the work but for the
defendant's copying. Proof of present lost profits is not required.
2. Case Law and Equitable Considerations. Equitable considerations remain an essential part of the fair use doctrine since the
defense's codification as section 107 of the Act. The fair use
defense should be applicable "where the purpose of the use is
beneficial to society, complete copying is necessary given the type
of use, the purpose of the use is completely different than the
purpose of the original, and there is no evidence that the use will
significantly harm the market for the original."27 8 The doctrine
helps to allow courts to bypass an otherwise inflexible application
of copyright law when it would impede the creative activity that the
Act was originally intended to stimulate.2 7 9
In Sega Enterprises Ltd. v. Accolade, Inc.,' the copyright
owner was the manufacturer of a computer video game system as
well as several game cartridges. 2"
The defendant, Accolade,
decided to compete in the video cartridge market by also providing
game cartridges to be played on Sega's game system. However, in
order for Accolade to write sufficient code to enable its game
cartridges to work on Sega's system, Accolade had to look at the
code contained in Sega's copyrighted pre-existing game cartridges.
Sega brought suit claiming the duplication of its game cartridges
for the purposes of viewing its code infringed its copyrights.
Notwithstanding the copying of Sega's software, the court found
this to be a fair use. Looking at the first factor, the court disagreed
with Sega's position that the defendant's copying was a commercial

" Religious Technology Ctr. v. Netcom On-Line Communication Serv., Inc., 907 F. Supp.

1361, 1380 (N.D. Cal. 1995).
BERNARD A. GALLER, SOFrWARE AND INTELLECTUAL PROPERTY PROTECTION 112 (1995).
noId.
2"

28 977 F.2d 1510 (9th Cir. 1993). See GALLER, supra note 279, at 114; Gary L. Reback,
Implications of Lotus u. Borland, in COMPUTER SOFTWARE AND THE INTERNET 143, 157-60
(PLI Pats., Copyrights, Trademarks, and Literary Prop. Course Handbook Series No. 415,
1995) (discussing the Sega case and its application to computer software). See also, Robert
J. Bernstein & Robert W. Clarida, Fair Use in the Computer Context, in INTELLECTUAL
PROPERTY LAW INsTITUTE 1995, at 537, 570-82 (PLI Pats., Copyrights, Trademarks, and
Literary Prop. Course Handbook Series No. 416, 1995) (providing an analysis of several fair
use cases and their application to computer software).
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use since Accolade planned to compete against them in the
market. 2 Rather, the copying was done for the purpose of
discovering the functional requirements for compatibility with
Sega's game system.
Additionally, the court noted that it was free to balance the
public benefits derived from the fair use despite the potential
commercial gain.2
In validating the defendant's fair use, the
court held that the "[p]ublic benefit need not be direct or tangible,
but may arise because the challenged use serves a public interest."'
The court found dispositive the benefit to the public of
competition in the video game market which would bring about
creativity and expression in the form of more video games.
An analogous case to caching and the fair use defense arose in
Religious Technology Ctr. v. Netcom On-Line Communication
Servs., Inc.'
The plaintiffs owned the copyrights to works of the
Church of Scientology that were made available on the internet. In
addition to bringing their action against the individual who placed
these works on-line, claims were also made against his internet
service provider. There was no issue that placing the works on-line
constituted infringement of the plaintiffs copyright. After holding
that the fair use defense was available and created a genuine issue
of material fact, the court found that the internet service provider
could not be held directly liable. While not based on fair use
principles, the court found that it did not make sense to "adopt a
rule that could lead to the liability of countless parties whose role
in the infringement is nothing more than setting up and operating
a system that is necessary for the functioning of the Internet."'
Rather than hold the entire internet liable, the court believed that
liability rested with the party who caused the original infringing
copies to be made. There was no way for Netcom to prevent the
infringement because billions of bits of information pass across the
internet and are necessarily stored on servers. 7 Further, their
services were essential for public access to the internet. The only

Sega Enters., 977 F.2d at 1522.
2

Id. at 1523.

2"

907 F. Supp. 1361 (N.D. Cal. 1995).

M Id.

at 1372.
Id. at 1372-73.

2Id.
2"
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remaining issue on remand for Netcom was contributory liability.
The remaining case on fair use that is relevant to file caching is
An
Sony Corp. of America v. Universal City Studios, Inc.2
action was brought against Sony, as the manufacturer of video tape
recorders (VTR), for providing a device that was used by consumers
to tape record protected television shows without authorization.
The theory was based on Sony's marketing of the VTRs for such
uses. In holding for Sony, the Supreme Court found that the use
of VTRs to record protected television shows for later viewing was
a fair use. The Court called this activity "time shifting."' While
it only looked at a few of the fair use factors, the Court made a
strong factual determination that favored the use of VTRs for this
purpose. The Court believed that the plaintiffs suffered no harm.
Programs were not stolen, but rather recorded for later viewing.
There was evidence that many users reuse the same video tapes
and tape over previously recorded shows. In weighing the fourth
factor of section 107 in favor of the defendants, the Court stressed
2
the plaintiffs' admission that there was no actual harm to date. "
In making this landmark decision, the Court followed the traditional principle that "the doctrine is an equitable rule of reason, no
generally applicable definition is possible, and each case raising the
question must be decided on its own facts." 29'
3. Cachingand FairUse. The result awarded to the defendants
in Sony should be granted to file caches when the equitable
principles of section 107 are applied. Additionally, two of the four
factors of section 107 favor file caching's use. Under the first
factor, the purpose and character of file caching is not commercial.
Not all file caching servers or mirrored sites derive a pecuniary
benefit from the information they provide. Many of them are
maintained by grants from the federal government or scientists and
universities for research studies. Most users are not even aware
that information they receive has even been cached before arriving
on their screens. The purpose of caching is to assist the internet
to operate efficiently. As discussed, caching reduces network load
464 U.S. 417 (1984).
Id. at 443.
mId at 452.
'l
Id. at 448 n.31 (citing H.R. REP. No. 94-1476, at 65 (1976), reprinted in 1976
U.S.C.C.A.N. 5659, 5679).
2"
3
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and minimizes the burden placed on popular web sites. The
purpose and character factor weighs heavily in favor of caching
mechanisms.
The second and third factors favor the copyright owner. The
internet could be considered a universe of expression and creativity.
With millions of users around the world, web pages are created for
unlimited purposes. This originality and creativity has been
attracting most noncommercial users to the internet. Undoubtedly,
the nature of the copyrighted work factor favors the copyright
owner. The third factor is unfavorable to the defense since caches
make identical duplicates of the information being passed across
the internet. The entire work is duplicated each time a file is
stored in a cache.
The fourth factor is more likely to favor caching the work since
there is no displacement in the market for the original. Most
caches are not placed on-line to compete with authors of protected
works. Caches are utilized to assist authors in distribution as often
as requested. Users do not have the ability to ask a cache for a
copy of someone else's work. A cache only retrieves a copy of a
work from an author's site if doing so is network efficient. When
the fourth factor of section 107 favors a copyright owner, it is
because the use results in the creation of a second work, not
belonging to the author, that competes in the marketplace against
the original. A cache is used to deliver an author's work and not
to create a second work. The author is placed in no worse a
position than if a cache was not involved. File caches should enjoy
the fair use defense as a consequence of this fourth factor having
the most weight.29 2
While the four factors tip the scale in favor of file caching, the
equitable principals are equally persuasive. The public benefits of
caching are far greater than the potential harm to owners of
protected works. The Netcom court believed it would be absurd to
hold the entire internet liable for infringement. 293 It makes
similar sense to not hold caches liable because they decrease
network traffic by at least forty percent, reducing the overload of

Cable/Home Communication Corp. v. Network Prods., Inc., 902 F.2d 829, 844 (11th
Cir. 1990).
20 Id. at 1372.
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some of the more popular web sites.
File caches on the internet are analogous in many ways to the
application of VTRs to public broadcasts. The Sony court believed
that time-shifting devices did not infringe protected works and
provided a valuable service for their owners to view programs at
File caches are "source shifters." The
more convenient times.'
same information is still received from the same source, but it is
traveling a greatly reduced distance across the internet. Unlike the
facts of the Sony case, web sites have the ability to by-pass caching.
The cache may be overridden by using a "do not cache me" header
or by setting an already expired expiration time. Caching is also
helpful in many other aspects. Not all information on the internet
that passes through a cache is copyrighted. Further, the entire
purpose of placing information on-line is for others to view it.
Should such viewings be unauthorized solely because they are
accomplished by a more efficient means? Finally, cached information is only stored temporarily and is often erased from the cache
within forty-eight hours. There is no injury to authors of protected
works on the web that reasonably justifies the denial of this
defense to file caches.
B.

SECTION

117

Section 117 of the Act provides an exception for uses of computer
programs which would otherwise violate the exclusive rights
afforded in section 106.295 Added by the legislature to the Act in
1980, this section permits the owner of a copy to make or authorize
the making of another copy or adaptation of the computer program.2 " However, in doing so it must be an essential step in the
utilization of the program on a computer or for archival purposes
only.29 7 Three portions of section 117 have repeatedly been at the

29
29

Sony, 464 U.S. 417.
17 U.S.C. § 117 (1994).

' Stephen Kyle Tapp & Daniel E. Wanat, Computer Software Copyright Issues: Section
117 and FairUse, 22 MEM. ST. U. L. REV. 197, 212-13 (1992).
Section 117 provides:
Notwithstanding the provisions of section 106, it is not an infringement for
the owner of a copy of a computer program to make or authorize the making
of another copy or adaptation of that computer program provided:
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heart of disputes: ownership of the copy, the essential step, and
adaptations
of the program. Addressed next are the first two
298
issues.
Courts have taken different views of the ownership requirement.
Under a literal interpretation given by several courts, section 117
is only available to owners of copies and not to licensees' or
possessors,' ° whether authorized or otherwise. 1 In a case
involving an individual who knew that the copy being used was
without permission, the court denied the section 117 defense
without further inquiry. 2 A broader interpretation of section
117 has been handed down by two courts. In ProCD, Inc. v.
Zeidenberg, °s a district court took a contrary position, providing

(1) that such a new copy or adaptation is created as an essential step in
the utilization of the computer program in conjunction with a machine and
that it is used in no other manner, or

(2) that such new copy or adaptation is for archival purposes only and that
all archive copies are destroyed in the event that continued possession of the
computer program should cease to be rightful.
Any exact copies prepared in accordance with the provisions of this section
may be leased, sold, or otherwise transferred, along with the copy from which
such copies were prepared, only as part of the lease, sale, or other transfer
of all rights in the program. Adaptations so prepared may be transferred
only with the authorization of the copyright owner.
17 U.S.C. § 117.
The adaptation of computer programs permitted by section 117 allows owners of copies
the right to modify the software for their own use. Changes are permissible when necessary
for the continued use of the software. See Aymes v. Bonelli, 47 F.3d 23,33 U.S.P.Q.2d (BNA)
1768 (2d Cir. 1995) (permitting a corporation to alter its computer program to keep it viable
for business uses when the corporation had hired the plaintiff programmer to write the
original program). No adaptations occur since caches merely store files and then re-send
identical copies.
' MAI Sys. Corp. v. Peak Computer, Inc., 991 F.2d 511, 517 (9th Cir. 1993) (holding that
section 117 did not protect the defendant who serviced the licensees' computer since
ownership of the software remained with the plaintiff at all times).
-" S.O.S., Inc. v. Payday, Inc., 886 F.2d 1081, 1089, 12 U.S.P.Q.2d (BNA) 1241 (9th Cir.
1989) (holding that owners of copies of software have certain rights under section 117 that
mere possessors do not).
301 GCA Corp. v. Chance, 217 U.S.P.Q. (BNA) 718, 720-21 (N.D. Cal. 1982) (denying
section 117 protection to a defendant who took protected works with full knowledge that he
had no right to them).
' ISC-Bunker Ramo Corp. v. Altech, Inc., 765 F. Supp. 1310, 1332 (N.D. Ill. 1990)
(holding that "[slection 117 affords no immunity whatsoever to infringers... that have come
into unauthorized possession of the software.").
30 908 F. Supp. 640, 38 U.S.P.Q.2d (BNA) 1513 (W.D. Wis.), rev'd on other grounds, 86
F.3d 1447 (7th Cir. 1996).
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a thoughtful analysis in its ruling that a licensee can invoke the
defense granted by section 117. 30 While the case was subsequently reversed on the grounds that shrink-wrap licenses are
enforceable, the appellate court did not address the district court's
section 117 analysis. In ruling that a legitimate holder of a
computer program is entitled to the section 117 protections, the
lower court cited to CONTU's report as cited by another district
court.' 5 In Foresight Resources Corp. v. Pfortmiller,30° a district court in Kansas reached a similar conclusion, finding that a
defendant who was a licensee under a contract with the plaintiff
was the lawful owner of a copy of the infringing program. 0 7
Despite these holdings, Congress enacted CONTU's proposed
Congress selected
section 117 with only a single change.3'
"owner" over CONTU's choice of using "rightful possessor" as the
35
term to describe who the section would protect.
For purposes of section 117, cache operators may be owners of
copies of the files stored on their servers depending upon the
author's intent. An author who places a work on-line via a web site
must contemplate that his work will be received by browsing users.
An author should know that the works displayed at his site will be
cached prior to viewing since most browsing software contains
internal caching. The issue presented is whether an author, who
has knowledge that his on-line work will be cached either in transit
to its destination site or by the browser, intended to convey an
ownership interest to the cache operator. It appears unusual that
such an interpretation of section 117 would be based upon one's
subjective intent. In situations where the infringer is the web site
that placed another's works on-line without permission, a cache

id. at 648-49.
Id. at 648 (citing Apple Computer, Inc. v. Formula Intl, Inc., 594 F. Supp. 617, 621,
224 U.S.P.Q. (BNA) 564 (C.D.Cal. 1984) (citing CONTU, supra note 196, at 98-99)).
am 719 F. Supp. 1006, 13 U.S.P.Q.2d (BNA) 1721 (D. Kan. 1989).
W7 Id. at 1009.
m0Robert A. Kreiss, Comment, Section 117 of the Copyright Act, 1991 B.Y.U. L. REV.
1497, 1508-09 (1991).
3w Id. While there is no information provided by the legislative history on this change,
it is arguable that Congress intended a different meaning than that offered by CONTU.
Congress applied both the terms "owners" and "possessors" individually in the Computer
Software RentalAmendments Act of 1990. 17 U.S.C. § 109(bX1XA) (1994); Kreiss, supra note
308, at 1536.
3"

'
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server would not receive immunity under 117 because the web site
sending the copy has no ownership interest to convey.
A license is defined as "[p]ermission to do a particular thing, to
exercise a certain privilege or to carry on a particular business
....

Sl0

It would not be unreasonable for a court following the

broader interpretation to find the cache operator a licensee of the
author. Licenses do not need to be in writing and may be presumed from the circumstances. The author who places his work
on-line, knowing it will be cached before reaching its intended
audience, must intend to grant some limited right. Any other
conclusion creates the inequitable state where an author may
unilaterally contrive situations in which his works will be infringed
by a cache at any instant he so desires.
The strongest argument against the application of section 117 to
internet file caching is the limiting definition provided to computer
programs. Section 117 only protects "computer programs" from
infringement, which are defined under the Act as "a set of statements or instructions to be used directly or indirectly in a computer
in order to bring about a certain result."3 ' The plain meaning
provided to computer programs does not encompass other types of
files that are more frequently cached, such as graphical images,
sound files, motion pictures, and textual works. None of these file
types provide the computer with any set of instructions to be
executed. Rather, they are data files which are secondary sources
of information used by computer programs. This takes most of the
files stored in a cache out of section 117's immunity. However, at
least 12
one amendment has been suggested to broaden this protection.

Whether file caching is an essential step of a computer program
in conjunction with a computer under 117 depends upon the

:10 BLACs' LAW DICmONARY 920 (6th ed. 1990).
a 17 U.S.C. § 101.
812 Loundy, supra note 85, at 14-15. After recognizing that section 117 does not include
data files, Loundy proposes amending section 101 with the following definition:
A "computer program* is a set of statements or instructions to be used
directly or indirectly in a computer to bring about a certain result. A
computer program also includes any work of authorship in digitized form
which is used in conjunction with a computer or other computer program.
Id. at 14.
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interpretation of "essential step." Section 117 was enacted to
"provide a legitimate holder of a computer program with permission.
to do that copying of the program which is necessary for him to be
able to use it in his computer without running afoul of possible
infringement actions. " "'i The narrow view is that the copy must
be required for the actual use of the program itself.31 In MicroSparc, Inc. v. Amtype Corp., a magazine provided sample program
listings which could be typed in by readers.3 1 The defendant was
a company providing the service of typing in each month's listings
and delivering them to subscribers on a floppy disk. The court
rejected the defendant's section 117 defense because it believed that
only the user could input the copy into the computer. The defen-

dant made a copy to assist subscribers from having to type it in
themselves. This was a step of convenience rather than an
essential one. The court noted that it would not be unlawful for
subscribers to input the programs into their computers themselves.3 16
Contrary to this view, the ProCD court gave the "essential step"
requirement a more broad interpretation." 7 In holding that
placement of a copy of a computer program onto a hard disk would

818 ProCD, Inc. v. Zeidenberg, 908 F. Supp. 640, 648 (W.D. Wis. 1996) (citing Apple

Computer, Inc. v. Formula Intl, Inc., 594 F. Supp. 617,621 (C.D. Cal. 1984) (quoting CONTU
supra note 196, at 98-99)), rev'd on other grounds, 86 F.3d 1447 (7th Cir. 1996). An issue
that has not been raised to date is whether section 117's immunity applies to files other than
computer programs loaded into a computer's memory. While CONTU recognized the fact
that computer programs must be loaded into memory, many other types of files are also
loaded into memory as well. For example, in order for a computer disk file containing a
graphical image to be displayed on the screen, it must first be copied into the computer's
RAM and then into a second RAM location on the video card. This distinction should be
treated without consequence. If the spirit behind section 117 is to permit lawful owners of
copies to utilize them on computers, that same rationale applies to owners making use of
other files requiring the aid of a machine for viewing.
""' Allen-Myland, Inc. v. IBM Corp., 746 F. Supp. 520, 536, 16 U.S.P.Q.2d (BNA) 1817
(E.D. Pa. 1990) (holding that the use of IBM's microcode to create a library of different
adaptations was not essential since it was not for the purpose of copying the program into
memory for program execution); Micro-Sparc, Inc. v. Amtype Corp., 592 F. Supp. 33, 34 (D.
Mass. 1984) (holding that the essential step requirement of section 117 is limited to the act
of program input).
3"' Micro-Sparc, Inc., 592 F. Supp. at 33.
6

31 Id
17

at 35.

3 ProCD,Inc., 908 F. Supp. at 648-49 (holding that section 117 permits the copying of
a computer CD to a hard disk as well as RAM).
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be immune under section 117, the court noted that any other
finding would be "rather ridiculous."31 ' The court believed that
if section 117 was intended to apply only to RAM, hard disk use
would become very limited, section 117's purposes would be
undermined, and new programs would lose sales appeal. 1 ' The
court interpreted the essential step requirement broadly to include
"a[n] essential [step] for the effective use of today's computer
3 20
software.
For file caching to receive immunity under section 117, it must
be determined that the acts of caching are essential to the use of
the software. The first difficulty arises from the fact that the
program is being copied by the third party cache and not the copy
owner. This is analogous to the issue presented in Micro-Sparc,
Inc. The copy is not even being placed in RAM or on the hard disk
of the user's computer because it is being made by a third party.
Therefore, the question is just how essential caching is to the
internet's operation to justify any extension of section 117's
requirement that the copy be an essential step in the program's
utilization. Only one court has defined "essential," determining
that it means "indispensable and necessary."321
31

8 Id. at
319 Id.

In conformity

649 (citing Kreiss, supra note 308, at 1524-26).

SId. While ProCD, Inc. provides the most complete arguments in favor of broad
immunity, another court, Vault Corp. v. QuaidSoftware Ltd., 847 F.2d 255, 7 U.S.P.Q.2d
(BNA) 1281 (5th Cir. 1988), also gave section 117 a generous interpretation. In Vault, the
Fifth Circuit found that placing a computer program in RAM for a purpose other than its
execution can still be an essential step in its utilization. Vault, 847 F.2d at 261. The
protected computer program was placed in RAM for the sole purpose of defeating its copy
protection function. The court was able to reach its conclusion because it believed that the
program's utilization was to be determined by the copy's owner and not limited by the
intended uses of the copyright owner.
321Apple Computer, Inc. v. Formula Intl, Inc., 594 F. Supp. 617, 622 (C.D. Cal. 1984)
(holding that the defendant's copying of the plaintiffs software was out of convenience and
therefore, not essential). See also, Kreiss, supra note 308, at 1525 (setting forth examples
of essential steps); Cary H. Sherman, Special Problemswith Computer Uses of Copyrighted
Works: What Does Section 117Really Mean?, in COMPUTER LAW INSTITUTE 1986, at 313,340
(PUI Pats., Copyrights, Trademarks, and Literary Prop. Course Handbook Series No. 230,
1986) (explaining that adaptation is often not indispensable). It has been suggested that the
literal meaning of "essential" is too limiting since it would only permit loading the program
into the computer and correcting errors to make the program work properly. Kreiss, supra
note 308, at 1524. A broader, more realistic definition has been proposed as being better
suited to the holding- it interprets "essential step" as meaning, "those steps which reasonable
buyers and sellers of computer programs would almost surely have agreed to had they
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with this definition, cases have held that the "essential step"
requirement is limited to the acts of inputting the program into the
computer,3 2 loading the program into the computer's memory in
order to permit the computer to execute the program, 323 and
making changes to a program in order to maintain the original
Following these interpretations, caching is not
software.3' 2
essential at all to the program's operation. Caching exists entirely
to assist with the delivery of the program to the user from a web
site. A program's operation is independent of whether file caching
is utilized. The only effect of using a program without file caching
is that its delivery to the user may be prolonged. 3' Given that
file caching is only essential to the operation of the internet and
packet delivery, protection under section 117 would be a very
that was never contemplated by Congress
generous interpretation
326
or CONTU.

considered it." Id. at 1525.
Micro-Sparc, Inc. v. Amtype Corp., 592 F. Supp. 33, 34 (D. Mass. 1984).
m Allen-Myland, Inc. v. IBM, 746 F. Supp. 520, 536 16 U.S.P.Q.2d (BNA) 1817 (E.D. Pa.
1990).
3" Aymes v. Bonelli, 47 F.3d, 23, 26 (2d Cir. 1995) (holding that a software purchaser
may make changes to the plaintiff's computer software to keep it current from year to year
so that it may be used in the manner in which it was intended when originally purchased).
2 While the delayed delivery of a program to a user may not be considered essential, a
different conclusion is possible if traffic on the internet ever reaches high enough levels.
This may be the case if file caching is ever found to be so essential to the performance of the
internet that without it, network traffic becomes virtually unbearable or creates unacceptable
delays. In this situation, file caching may become the difference between delivery of the
program to the computer for input and no delivery at all.
' Whether section 117 can save network uses of protected works has been questioned
in at least two articles. Additional considerations that may be posed by network use of
software are: the number of copies that would be permitted as an essential step in the
program's utilization, the definition of a machine, and the economic effects of permitting
multiple users to each have access to the same program simultaneously. Bruce G. Joseph,
Computers and Compilations,in ADVANCED SEMINAR ON COPYRIGHT LAW 1995, at 523, 584

(PLI Pats., Copyrights, Trademarks, and Literary Prop. Course Handbook Series No. 411,
1995); Bruce G. Joseph & David A. Vogel, Copyright ProtectionofSoftware and Compilations:
A Review of CriticalDevelopments 1991-1996, in ADVANCED SEMINAR ON COPYRIGHT LAW
1996, at 369, 467 (PLI Pat., Copyrights, Trademarks, and Literary Prop. Course Handbook
Series No. 441, 1996). See generally John M. Conley & Vance F. Brown, Revisiting § 117 of
the CopyrightAct: An Economic Approach, COMPUTER LAWYER 11 (Nov. 1990) (reevaluating
section 117 from the perspective of economic and technical reasonableness).
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C. IMPLIED LICENSE

The last affirmative defense that may protect file caches from
copyright infringement implies a license between the author of the
protected work located at a web site and the cache operator.32 7
The creation of an implied license is drawn from contract law and
is not a strict matter of copyright law.3" Under contract law, "a
contract implied in fact arises under circumstances which, according to the ordinary course of dealing and common understanding of
men, show a mutual intention to contract."329 Implied licenses
have been used to protect other forms of intellectual property as
well.'

An additional affirmative defense used in copyright cases is estoppel. Estoppel is the
equitable doctrine that "an individual is barred from denying or alleging a certain fact or
state facts because of that individual's previous conduct, allegation, or denial." BLACK'S LAW
DIcTIONARY 551 (6th ed. 1990). The defense has four elements: first, that the plaintiff knew
of the defendant's infringing conduct; second, that the plaintiff either intended his conduct
to be acted upon or acted in such a way that the defendant had a right to believe plaintiff
so intended; third, that the defendant was ignorant of the true facts; and fourth, that the
defendant was injured by reliance upon the plaintiffs conduct. Hampton v. Paramount
Pictures Corp., 279 F.2d 100, 125 U.S.P.Q. (BNA) 523 (9th Cir. 1960); N.A.D.A. Servs. Corp.
v. Business Data, Inc., 651 F. Supp. 44, 231 U.S.P.Q. (BNA) 826 (E.D. Va. 1986). Estoppel
has protected a party from the concealed conduct of a copyright holder creating a belief of
acquiescence to the use of an exclusive right, when in fact, infringing activity had been
ongoing for a long period of time. Edwin L. Wiegand Co. v. Harold E. Trent Co., 122 F.2d
920, 925 (3d Cir. 1941).
=2 S.O.S., Inc. v. Payday, Inc., 886 F.2d 1086, 1087 (9th Cir. 1989); NBC, Inc. v.
Copyright Royalty Tribunal, 848 F.2d 1289, 1295, 7 U.S.P.Q.2d (BNA) 1309 (D.C. Cir. 1988);
Kamazaki Music Corp. v. Robbins Music Corp., 684 F.2d 228, 230 (2d Cir. 1982); Johnson
v. Jones, 885 F. Supp. 1008, 1013 n.9, 36 U.S.P.Q.2d (BNA) 1513 (E.D. Mich. 1995). Federal
courts apply the relevant state law in determining questions of contract law. Fantastic
Fakes, Inc. v. Pickwick Intl, Inc., 661 F.2d 479, 212 U.S.P.Q. (BNA) 727 (5th Cir. 1981);
Bartsch v. Metro-Goldwyn-Mayer, Inc., 391 F.2d 150, 157 U.S.P.Q. (BNA) 65 (2d Cir. 1968).
When federal courts construe contracts, they will look to state law only to the extent that
those rules are not contrary to federal law or policy. S.O.S., Inc., 886 F.2d at 1088.
m JOHN D. CAIAMARI & JOSEPH M. PERiLLO, CONTRACTS § 2-19, at 89 (3d ed. 1987)
(citing Miller v. Stevens, 195 N.W. 481 (1923)).
3w A traditional use of implied licenses in patent law may some day find its way into the
realm of copyright infringement. It is widely held that the grant of rights under a particular
patent carries other rights by necessary implication. Those other rights include a license of
other rights, either under the same patent or others held by the licensor, that would
otherwise be infringing under the grant. National Rubber Machinery Co. v. McNeil Machine
& Eng'g Co., 132 F.2d 436 (6th Cir. 1942). Courts apply this rule in cases where grants of
patent licenses are bargained for between the parties but would otherwise in fact be of
minimal value.
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The concept of an implied license is not explicitly provided for in
the Act, but is consistent with the reading of three sections.
Section 106 provides a series of exclusive rights that belong to
copyright owners. Section 204 addresses how those rights may be
transferred."l
Under this section, all transfers of copyright
ownership must be in writing.332 Section 101 defines "transfer of
copyright ownership" to include assignments, exclusive licenses,
and any other conveyance that transfers exclusive rights.'
Nonexclusive licenses are expressly excepted from the definition."4 These sections are interpreted as meaning that nonexclusive licenses are not transfers of ownership; therefore, they do not

need to be in writing.'

Nonexclusive licenses may be granted

orally or implied from the conduct of the parties since there is no
writing requirement."6
There is no bright line rule for the creation of implied licenses
since they may arise out of many different types of understandings.
A license by implication may arise where there was no contract
between the parties. In order to determine whether such a license

33'Section 204 provides:
A transfer of copyright ownership, other than by operation of law, is not valid
unless an instrument of conveyance, or a note or memorandum of the
transfer, is in writing and signed by the owner of the rights conveyed or such
owner's duly authorized agent.
17 U.S.C. § 204 (1994).
3n The rationale for this statute of frauds in the copyright transfer arena is to protect the
creators of works from inadvertently giving away rights, as well as to force parties who want
to use copyrighted works to expressly state what rights they want transferred. Effects
Assocs., Inc. v. Cohen, 908 F.2d 655, 557, 15 U.S.P.Q.2d (BNA) 1559 (9th Cir. 1990) (citing
Community for Creative Non-Violence v. Reid, 490 U.S. 730, 10 U.S.P.Q.2d (BNA) 1985
(1989)).
Section 101 states:
A "transfer of copyright ownership* is an assignment, mortgage, exclusive
license, or any other conveyance, alienation, or hypothecation of a copyright
or of any of the exclusive rights comprised in a copyright, whether or not it
is limited in time or place of effect, but not including a nonexclusive license.
17 U.S.C. § 101.
3
I
ld.
"' Maclean Assocs., Inc. v. Wm.M. Mercer-Meidinger-Hansen, Inc., 952 F.2d 769, 778,
21 U.S.P.Q.2d (BNA) 1345 (3d Cir. 1991); Effects Assoc., Inc., 908 F.2d at 558; Johnson v.
Jones, 885 F. Supp. 1008, 1013-14 (E.D. Mich. 1995). See 3 NnJM
supra note 171, §
10.03[A], at 10-37 (discussing transfer formalities).
3w Maclean Assocs., Inc., 952 F.2d at 779 (citing 3 NIMMER, supra note 171, § 10.03[A],
at 10-37).
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was granted and to what extent, a court must consider all the
circumstances surrounding the negotiations made between the
parties. 7 It is necessary to examine the intent of the parties in
making a determination and whether there was a meeting of the
minds.
To assist with its findings, a court may also consider
trade usage."39
Courts have found implied licenses in at least two situations. In
Effects Associates, Inc. v. Cohen,3 '0 the author of a protected work
hired Effects to enhance a film. While the parties agreed that
Effects would be compensated for its work, the agreement was
never placed in writing. Effects performed its part of the agreement and handed the finished product over to the author. Dissatisfied with the results, the author refused to pay Effects. Effects
then brought an action for copyright infringement. After finding
that Effects was the copyright holder, the Ninth Circuit found there
was no infringement because an implied nonexclusive license was
created between the parties."4 Ostensibly, the court created the
following rule to be applied in future cases: when an individual
creates a work at the request of another, hands it over, and intends
for that recipient to copy and distribute it, an implied license for
the recipient is created.3' 2
In another case, the United States Court of Federal Claims found
that when an individual hands his work over to another with no
expectation of remuneration and with the anticipation that it will
be copied and published, an implied license to publish without
royalties is created. 3 The court asked whether a reasonable
person in the licensee's position would believe that the owner
consented to and even encouraged publication.3" It was dispositive to the court that the owner voluntarily submitted his work to
' Johnson v. Jones, 921 F. Supp. 1573, 1584, 39 U.S.P.Q.2d (BNA) 1631 (E.D. Mich.
1996); Johnson, 885 F. Supp. at 1014.
mJohnson, 885 F. Supp. at 1014.
" ABKCO Music, Inc. v. Westminster Music, Ltd., 838 F. Supp. 153, 155, 30 U.S.P.Q.2d
(BNA) 1386 (S.D.N.Y. 1993) (citing Rey v. Lafferty, 990 F.2d 1379, 1387, 26 U.S.P.Q.2d
(BNA) 1339 (1st Cir. 1993), affd 41 F.3d 1502 (2d Cir. 1994)).
woEffects Assocs., Inc., 908 F.2d at 555.
1 Id. at 558.

34
"2

Id. at 558-59.

' Herbert v. United States, 36 Fed. C1. 299, 310 (Cl. Ct. 1996).
3"id.
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a committee whose purpose was to publish a book on that material.'
In making its ruling, the court cited to another case for the
position that when a person voluntarily submits a work for
publication, an implied license is created.3' 6
Whether an implied license exists between cache operators and
authors of on-line works depends upon how a court views the
sequence of events. Authors who place works on the internet know
in advance that the works are available to millions of users around
the world. No royalties may reasonably be expected in return by
the author since the mere placing of a work on-line does not
necessarily entail any compensatory scheme. 7 From an objective point of view, someone placing a work on-line has no expectation of payment or limited distribution and intends that it be
viewed by others. Authors who place their works on-line are
expected to realize that other users may only view their works
through use of the network hardware. Users do not go to an
author's computer to view the works. The works are transferred
over the internet to users. Given this constant of network and
computer technology, the author must concede to this type of
operation if anyone is ever to view his works on-line. Caching is a
necessary mechanical part of network operations. In order for an
author to know about the internet, he or she most likely has used
it before through browser software. Authors must anticipate that
others access the internet in the same manner and have also been
introduced to one caching scheme or another, particularly, a cache
that is contained within their browser software.
Caching has been a part of the internet for several years and is
considered a common practice. While this factor weighs in favor of
an implied license, it is arguable that two parties may not make
such an agreement when they have only met via the TCP/IP

3

Id.

'8 Id. (citing Maclean Assocs., Inc. v. Win. M. Mercer-Meidinger-Hansen, Inc., 952 F.2d

766, 779 (3d Cir. 1991); Effects Assocs., Inc. v. Cohen, 908 F.2d 555, 558-59 (9th Cir. 1990)).
" Note that it is a much different situation when the work is originally placed on-line
without the author's permission. A web page that contains protected works without the
consent of the author is infringing. There is no authority for the web page operator to grant
any type of license to others since the web site is an infringer and has no permission of its
own. Because of this lack of privity, an implied license may only protect those who have
received a copy of the work either from the author directly, or from another at the author's
direction.
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protocol. In other words, how can a license be implied from the
conduct of two parties that have never met and have only interacted by automated computer network operations? Quite simply, the
focus is on the conduct of the author placing his work on the
internet. Such conduct amounts to a unilateral offer made by an
author to the world that "if you can find my IP address, I have files
to send you." Past conduct supports this theory since all internet
users globally adhere to this standard and have the same expectations. By putting an IP address into a web browser, files are
requested from a web server, voluntarily delivered, and then
viewed on the user's screen. While there may be no specific prior
dealings between the parties on the internet, all dealings are
conducted in an identical manner. It should never be a surprise to
an author that his works were viewed by others and cached
somewhere along the way subsequent to his placing them on-line.
The other party to the implied license, the user, has a reasonable
expectation that the information he is receiving may be viewed
without liability. Users purchase browser software and connect to
the internet to conduct research, communicate with friends, and
explore the collective information that is available on-line. When
browsers connect to an IP address, they are either sent HTML files
from web servers or the connection is denied. It is only after the
connection is made and files are transferred to the browser that
their contents are viewed. Many of these files are cached along the
way, often by the browser. Prior to the receipt of these files, their
contents are unknown to users. Only subsequent to caching and
viewing files may their contents be understood. It would be
senseless to hold that once the user views a work on a web page
that says, "this information is not to be cached or viewed by a user
without permission of the author," he is an infringer because he
received the notice too late. It seems implicit that permission must
be provided to grant a user rights to view the work or an author's
initial statement. An author who does not desire that his works be
cached may either use an HTTP header directive or place a
disclaimer on his home page. The disclaimer should require the
user to agree to the author's terms before the delivery of other files
containing protected works ensues. Based on these facts and
circumstances, cache operators have a strong argument for the
implication of a license from authors who place their protected
works on the internet.
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CONCLUSION

As technology evolves at a faster rate than statutory law, courts
are frequently presented with contemporary issues that have a
significant impact on the future. It is clear that file caching was
never anticipated by either Congress or CONTU. The only
certainty under the current copyright act is that cached materials
fall within the subject matter of copyright law. The responsibility
of safeguarding the public interest and benefits of file caching shall
remain with the judiciary as long as the matter of infringement
creates no genuine factual issues and statutory damages are
assured.
Three affirmative defenses were presented to provide caching
with immunity from harmless and beneficial infringement. While
section 117 is not a feasible protection, fair use and implied
licensing may produce the more equitable result. Under the
statutory factors of fair use, two of the four factors balance in favor
of file caching. The purpose of caching is for network efficiency and
public benefit rather than for commercial exploitation, and there is
no harm to the market for the author's originals. In light of the
Sony decision, file caching is analogous to the tape recording of
television shows for the purpose of "time-shifting." File caches copy
web page files solely to assist authors in reaching their intended
audiences. The author's file is still sent to its destination, but it is
copied as an incidental part of its transmission over the internet.
The end result is the relocation of the source of the file to a location
closer to the requesting user. Fair use has always been an
equitable doctrine, and its application to protect the operators of
file caches is not unprecedented.
Notwithstanding the fair use defense, courts have the power to
imply a nonexclusive license between file cache operators and
authors. From an objective perspective, authors who voluntarily
place their works on the internet for public dissemination may not
understand the internet's protocol intricacies, yet they realize that
files must pass through a series of network hardware and telephone lines in order to reach their intended audiences. Caching is
a part of the internet's functions and is becoming more essential
each year. Quite simply, authors must at least consent to the use
of internet technology to enable users to receive works which they
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intended to be delivered in the first place. It would not be an
exaggeration of the law for a court to make this finding.
The future of commerce, telephony, and global interaction is on
the internet. As the net's uses and popularity grow, so must the
computers and network technology behind its operation. Advances
in science and technology are the result of public demand and the
quest for scholarship. Many problems and limitations of expanding
technology are addressed every day by engineers, scientists, and
researchers. The public's ever-increasing demand for technological
solutions should not be constrained by too slowly evolving law.
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